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What's diJ:J:erenL aboul this PolicH for 2026:

The DSL has now been asked to take lead responslbilltﬂ for web fiuerlng and monlkorlng, marldng a clear shijtl.
Schools now need to J:ouow the new DfE standards and consider the roles and responsibillhes of all s}aff. For
the DSLs and SLT, the challenge is fo belter understand, review and drive the ralionale behind decisions in
this area. Tech teams and safeguarding teams will need o work much more closelg kogeHmer for this to be
Possible, and technicians will be charged bo carry oul regular checks and feed back to DSL teams. All slaff
need to be aware of the changes and renewed emphasis and Plag their Parl in feeding back about overblocking
or gaps in the J:iuering Provision. Schools will also be reviewing their aPProaches bo monitorlng in line with the

standards (nole thal filtering and monilor'mg are not the same. There is guldance around this for DSLs ak

Hklps:/ / saaredrillermg.lgd r[.nel).

Introduclion

KGH People / clo,tes

monitoring

Designated Safeguarding Leo,d (DSL), Mrsi A Bo,shir Pugh
wiH1 [eo,cl responsibilitg for fiuering and

DGPULU Designated Safeguarding Leac[s / MFS. H Begum

DSL Team Members Mr. John Skokes
Mrs. H Rogers
Mrs. T Whitehurst
Mrs. K Beard

Link governor for sajteguard'mg Mr. C Harris

Link governor for webfiuering Mr. C Harris

Curriculum leo,ds wiH1 relevance to online

safeguarding and Hleir role

Mrs. T Whitehurst — Compuhng and Curriculum Lead
Mrs. L Baker - PSHE Lead

Nebwork manager / other technical support SIPS Education
Mr. A Beard
Dale this Po[icg was reviewed and bH whom April 2026

Mrs. T Whitehurst
Mrs. A Bashir Pugh
Mr. A Beard

Dale Of nexl review and IDH whom

April 2027



https://safefiltering.lgfl.net/

Mrs. A Bashir Pugh

w}ml is H;is Policg?

Online sageky is an inkegral part of sapequarding and requires o whole school, crass-curricular approach and callabarakion
behween keyy schaol leads. Accardingly. Hhis policy is wrillen. in line with Keeping Children Sage in Education’ 2024 (KCSiE),
Teaching Online Sageby in Schools’, shatutory RSHE quidance and other skatukory documenks. T is cross-curricular (with
relevance beyand Relakionships, Health and Sex Education, Citzenship and Compubing) and designed ko sit alongside or be
inkegrated inko your schaol’s stakutory Child Prokechion & Sagequarding Policy. Any issues and concerns with online sagehy

M O,lWQHS JIOHOW Hw SChOOl‘S so,feguo,rding o,nd Cl”tild Profechon Procedures.
Who is il for, when is il reviewed?

This policy is o living document, subject fo full annual review bul also amended where necessary during the year in response
lo developmenls in the school and local area. Although many aspects will be informed by legislation and requlations, we will
involve stagf, governors, pupils and parenls in wriling and reviewing the policy and make sure the policy makes sense and it is
possible to pollow it in all respects. This will help ensure all stakeholders understand the rules that are in place and why, and
that the policy afrects day-fo-day practice. Acceptable Use Policies (see appendices) for digrerent stakeholders help with this.
Any changes ko this policy should be immedialely disseminaled to all the above stakeholders.

\r”ml are H1e main online sofel‘tj ris|<s

Currenl Online SoJreguording Trends

In our SChOOl over Hme PGSlF Heo,r, we hOVG PGI’l?iCU[GI’[H an increase in ferms OJI device use o,nd abuse o,nd theS Of

online/device-based incidents which o,ﬂ:ect the weubeing and safeguo,rding of our students al Reddal Hill PrimarH School.

Nohonollg, some of the lalest trends of the Past twelve months are oullined below. These should be reflec|:ed in this Policg and
the occeptable use agreemenfs we use and seen in the context of the 5 Cs (see KCSiE for more details), a whole-school
contexlua[ safeguording approach Hmt ‘mcorporotes Po[icH and Prochce for cu,rricu,lum, safeguarding and technical teams.

We may updake this Policg during the year bo reflect any changes resulhng from the Online Safehj Bill being Passed inko law.

Last year, we highlightecl the raPicl rise of generahve AL (GenAlD). Since Hwen, the trend has exploded. Thousands of sites now
offer AI—generaLed, content, including disturbing levels of o,busive, Pornographic, ancl even i“egal material li|<e chilcl sexual
abuse conlent. Some Platforms host AL “girlfriends," unregulated H‘»erapg bols, and even chalbols thal encourage self-harm or
suicide—fools many sludents can access freelg al home or school. Chalbols can also blur realitg, offer harmful advice or
engag‘mg in sexualised and bu“ging conversalions. Their addiclive clesign and unmoderaled nalure heighten the risk of overuse

and exploilahon.



When used for generohng LexL GenAI Presenls mulhp[e ris|<s. Il can sPreo,c[ misinformo,lion, facililale Plogiarism, an& mosl

worrHinng, I)UPOSS SOJIGITH seH‘mgs. Mang LOO[S [OCI( ej:fechve age COHh‘O[S and PFOCJ,U,CG inappropriate conkenk.

Bernd Lexl, GenAl makes it easier than ever to create sexualised images and cleepfake videos. These can have a clevastahng
emohonal ond Phgsical imPo,cl on young People, including blackmo,il o,nd o,bu,se. The Inkemef Wo}ch Foundalfion has warned of
a sharp rise in AI-generated child sexual abuse imagerg. A[arming reporls also show children using nudifﬂing apps bo creale

iuegol conten} Of Peers.

We regu[ar[g see AI searches involving sexualised ancl harmful content. IFS criHcal tO stress H‘»at in Hwe UK, any CSAM (chtlcl

sexuo[ abuse malerial)—AI—genemted, Pl’lOLOgrQPhiC, or even co,rloon—is i“ego,l LO creo,te, POSSGSS, or sho,re.

SChOOlS must o,ddress H’lis I’IOL leSl' in Hw c[o,ssroom, bul‘ b&j educahng Po,renfs o,nd studenlfs on so,fe use O,k home. FOF‘ 9uidance

and resources, visit genai.[gg[.nef

Ogcom's Children. and parents: media use and albbudes report 2025 has shown that YouTube remains the most used sike o
app among all under 185, followed by WhatsApp, TikTok, Snapchat and Inskagram. With children aged 8-l4 spending an
average of 2 hours 59 minutes o day online acrass smarbphone, kablet and computer — with girls spending more ime online
bhan boys, our in ken parents continue ko repork finding i hard ko control Hheir child's screentime. Nokably, 52% of 8-lls pee)

Hwt Hmeir Parenls‘ screenhme is also loo high, underlining Hle importance of mode”ing 9ood behaviour.

Given Hle |33rs+ minimum age requirement on most social medio, P[alforms, if is nolab[e Hm(ﬁ over half of 3—|2—3ear o[ds
(550/0) were reporled using o,t [easl one app. Despile age restrichons, four in len ac{mit lo 9'wing a fo,|<e age online, exposing
H’»em to content inappropriate for Hleir age o,nd increasing H‘»eir ris|< of ho,rm, wiH'1 over a |;|'1ird of Paren|:s of oll 3—|7s sag‘mg

H‘LCH would allow their child o have o PrOfile on siles or apps before HICH had reached the minimum age.

We hOVC OlSO come across onl'me commu,nicahons Plalf orms H"LQIT Oﬂ.'el" O,HOI’IHI’T\OUS ChO,IT services and connecl users WiH‘l random

slrangers allow"mg lext o,nd video chats. Most of Hmese are easilg accessible lo children on clevices.

As a school we recognise that many of our children and young People are on these apps regardless of age [imils, which are
Oflen misunderslood or ignored. We HICFCJ.'OFC wiu remind about best Prachce while remembering Hle realilg for most of our

sludenls is quile diﬂterenf.

This is striking when you consider that 25% of 3-4 year olds have access o their OWN mobile Phone (le} alone shared
clevices), rising to over 90 percent bg the end of Primarg Schoo[. and the vast majoritg have no saJ:eEH conlrols or limitations o
Prevenl harm or access fo inappropriale material. Al the same Hme, even 3- o 6—Hear—olds are being bricked into 'self—
generated‘ sexual content (Internet Walch Foundalion Annual Report) while considered o be so,fela us‘mg devices in the home

and for the firsl Hme, there were more 7—|O—5ear—olcls visible in child sexual abuse material (CSAM) images than 11-13s..

Growing numbers of children and young People are using socio,l mec[io, o,nd apps. Primarilg Til(Tcl( as Hmeir source of news o,nd

informahon, with little attention Paicl bo the facfs or veracifﬂ of influencers sharing news.


https://genai.lgfl.net/

There ho,ve o,lso been significanl so,feguo,rding concerns where Parenls ho,ve filmed inlerochons wiH‘» slo,ff oulsi&e H'te school

gales and poslecl this on social meclia, Puthng children and the wider school communitﬂ at risk of harm. See nop[mmg‘lggl‘net

lo J:ind ouk more.

Cgber Securitg is an essenha[ comPonenf in safeguarding children o,nd feo,fures wi|:|'1in KCSIE. Sadlg, H‘»e educahon seckor

remains a clear larget J.'OF CHbGF-OHOCI(S, WiH‘t Hw CHber SecuriLH Breaches SUFVCH 2025 reporhng htgh levels OJ.' SCI‘LOO[S being

o,uacked an?iOI’IO“H, W'LHI 600/0 OJZ secondarg SCl’lOO[S ond 44-0/0 OJ,' Primo,rg SChOO[S reporhng a breo,ch or ORQCI( in Hw POSL

Uear‘

How will this PolicH be communicaled?

This Policg can onlg impact upon Prachce iJ: i} is a (regularlg uPdated) [iving document. H musl be o,ccessib[e lo o,nd

understood bU all stakeholders. I} will be communicaled in the fo”owing ways:

® Posted on the school website

e Parl of school induclion Pack for a_ll new staff (inclucling Lempororﬂ, supplg and non-classroom-based slaff and those
slarhng mid-aear).

® Inlegra[ lo safeguarding updates and lro,ining for a” staﬁ (especia”g in September refreshers).

® Clear[3 reflecled in the Acceptable Use Policies (AUPs) for staﬁ, volunleers, conlrac[ors, governors, Pupils and
Parents/carers (which musl be in accessible lo,nguo,ge aPProPriale lo Hnese 9roups), which wiu be issued |:o whole
school communi}}j, on en}rH to the school, annuo“g and whenever changed, Plus displa‘tjed in school.

Conlenls

What's differenl aboul this Policg |

Introduction
Key people/dates
Whal is this policy?
Who is it or; when is it reviewed?
Who is in charge of online sagely?

What are the main online safelﬂ risks in 2025

W wwow w NN

How will this policy be communicaled? b
Conlents 5
Overview I

Aims I


https://lgfl.net/safeguarding/nofilming

Further Help and Support
Scope
Roles and responsibilities
Educalion and curriculum
Handling safequarding concerns and incidenls
Actions where there are concerns aboul a child
Sexting — sharing nudes and semi-nudes
Upskirting
Bullying
Child-on-child sexual violence and sexual harassment
Misuse of school technology (devices, systems, networks or plalforms)
Social media incidents
Daka profection and cybersecurily
Appropriale fillering and monitoring
Messaging/commenling systems (incl. email, learning platforms & more)
Authorised systems
Behaviour / usage principles

The use Of Arhficial Inteuigence

Online storage or learning plakrorms
School website
Digital images and video
Social media
Our SM presence
Stagr. pupils and parents SM presence

Device uso,ge

Personal devices including wearable technologﬂ and bring your own device (BYOD)

USG Of SCI'LOO[ devlces

2l
2l
22
23
23
23
25
25
25



Trips / events OWOH J:rom SChOOl 26

Searching and confiscalion 26

Appendix — Roles 26
Al stagg 21
Headleacher/Principal — Mrs. A Bashir Pugh 28
Designaled Sagequarding Lead / Online Sagely Lead — Mrs. A Bashir Pugh 29
Governing Body, led by Online Sagely / Sapeguarding Link Governor — Mr. C Harris 3l
PSHE / RSHE Lead/s — Mrs. T Whitehurt -Curriculum Lead Mrs. L Baker PSHE Lead 32
Computing Lead — Mr. J Wilkes 32
Subject / aspeck leaders 33
Network Manager/other technical support roles — SIPs 33
Data Protection Ogficer (DPO) 34
Volunkeers and contraclors (including tukor) 35
Pupils 35
Parents/carers 35
External groups including parent associakions 35
Appendix - Risk Assessment Malrix ror Schools Implemenking Al 36
Overview

Aims

This policg aims lo Promole a who[e schoo[ approach lo online so,felﬂ bH:

L SeHing oul expeckahons for all Reddal Hill PrimarH communitﬂ members online behaviour, allitudes and aclivilies and

use oJ: digita[ Eechnologg ('mc[uding when devices are Offline).

L Helping so,feguo,rding o,nd senior leadership keams tO ho,ve a beHer understanding and awareness Of 0“ elemenls OJ.'
online sajteguarding H’II“OU,gh eﬂ:echve co“aborahon o,ncl communicahon WiH’l technica[ co“eagues (69 for fiu'ering

and moniloring), curriculum leads (e‘g. RSHE) and begond.

L Helping all stakeholders to recognise that online/digilal behaviour standards (including social media achvitg) must be
uPheld begond the confines of the school 9o,fes and school clo,g, regardless of device or Plalform, and that the same
standards of behaviour O’PPlH online and Oﬂ.‘lme.



® Facililahng H'w safe, responsible, respeclful and Posihve use of Lechnolo% lo suPPorl Leaching & learning, increase
akfainment and prepare children and young Peop[e for the risks and opporlunihes of Lodags ond fomorrow's digifal

wor[d, lo survive o,nd erive onl'me

® He[ping SCI‘LOO[ Staﬂ,‘ worl(mg WiH‘L children ITO understand Hmeir roles ancl responsibilihes lTO WOFI( SGJ.‘G[H and responsib[3

wiHm fechnolo% o,nd H‘»e on[ine wor[dz
O for er Prolechon and benefif of Hw chi[dren and young People in Hmeir care, ond

O for erir own Protechon, minimising misplaced or mo,licious auegahons o,nd ko beHer undersfcnd H‘»eir own

standards and PI"GChCC

O for Hwe benefit of Hw school, suPPorhng Hw schoo[ eHmos, aims o,ncl objechves, ond Prokechng H’»e repufo,hon
of the school and Pr0fession

L Establishing clear struclures bH which online misdemeanours will be trealed, and Procedures bo follow where there are

doubts or concerns (wiHm reference to oner school Po[icies such as Behaviour Policg or Anl‘i—Bu”ging Policg)
FurHler HelP ond SUPPOF[’

Internal school channels should always be followed first for reporting and support, as documented in school policy documents,
especially in response to incidenks, which should be reported in line with your Child Protection & Sagequarding Policy. The
DSL will handle referrals o local authority mulki-agency saequarding hubs (MASH) and normally the headleacher will handle
regerrals fo the LA designated officer (LADO). The local authorily, academy trust or third-party support organisalions you

WOFI( WiH‘l mOH OlSO hQVC OdViSOFS ITO OJ.'J.'GI" genero,l SUPPOI"L

Begond H}is, reporling.lggl.nel ho,s a list of curatec{ linl(s lo exlernal suPPorL and helplines for bOH’I Pupi[s and slaﬂt, including
the meessiono,ls On[‘me—SafeEH Helpl‘me from the UK Safer Internel Centre and the NSPCC RePorE Abuse Helpline for sexual
harassmenl or abuse, as we“ as hoHines for hale crime, terrorism o,nd fro,ud which mighl be useful Lo share wiH1 Parents, and

anonymous support for chi[dren and young Peoplei Troining is also ovoi[ab[e via safelraining.lg"rl.nel

SCOPC

This PolicH opp[ies |:o a“ members of Hme Reddal Hi“ communitg (inc[uding Eeaching, SU’PPlH o,nd suPPorf sfaff, governors,
volunleers, conlraclors, sludenls/pupils, Po,renls/co,rers, visitors and communitg users) who have access Lo our digikal

Lechnologg, neMorks and sgslems, WI’IGH’lGI’ on-sike or remofelg, o,nd O,t OHH Hme, or Wl’IO use technologg in H‘»eir SCI‘LOO[ ro[e‘

Roles and responsibililies

This school is a communilﬂ, and all members have a dulg to behave respectfullg online and Oﬂ.‘line, to use lechnologg for
Leaching ond leam‘mg and lo prepare for [iJ:e aﬁer school, and lo immediale[g repork any concerns or inappropriate beho,viour,
bo pro[ec[ slaff, Pupils, families and the repulahon of the school. We learn togelher, make honest mistakes logelher and support

each other in a world that is online and Offline ak the same lime.
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Depen&ing on Hieir role, o,u members of H‘ie schoo[ communiiﬂ shou[d read H'ie relevanl seclion in Annex A of H'iis documenl
that describes individual roles and responsibiliiies‘ Please note there is one for All Siaff which must be read even bH those who

have a named role in anoH‘ier seciion. There are o[so Pupi[, governor, eic ro[e descripiions in Hie annex.

In 2025, ii is viia[ H'iai o,ll members undersiand H‘ieir resPonsibiliiies o,nd ste of oniers when ilf comes io fiuering o,nd
moniioring. All siaff have a |<e3 role bo PlaU in feeding back on poieniial issues.

Educaiion and curriculum

Despiie Hie ris|<s ossocioied wiHi being on[ine, Reddo,[ Hi” PrimarH School recognises Hie oPPoriuniiies o,nd benefiis io children
boo. Techno[ogij is a fundamenial Pari of adull life and so deve[oping the compeiencies to understand and use ii, are critical bo

chi[dren,s [aier Posiiive ouicomes. The choice io use iechnologu in schoo[ wi” o,lwo,gs be driven bg Pedago% o,nd inclusion.

Itis imporioni that schools establish a co,refu“g sequenceci curriculum for online safeiu that develops compeiencies (as well as
know[edge o,boui ris|<s) o,nd builds on whai Pupils have a[readu leamed o,nd ideniifies subjeci conieni Hio,i is appropriaie for
their sioge of deveiopmeni.

As well as ieach‘mg oboui Hie underpinning knowledge o,nd behaviours Hio,i can helP PuPils navigaie H'ie online world safelg

and confidenHH regardless of Hie device, P[aiform or app. Teaching On[ine Sadrei\u in Schoo[s recommencis embedding ieaching
aboul online safeig and harms Hirough a whole school aPProach ond Provides an unciersiancling of these risks to help bailor

ieaching and suppori io H’ie sPecific needs of Pupi[s, inc[uding vulnerable Pupils

RSHE guidance also recommends schoo[s assess ieaching io “ideniifﬂ where Pupils need exira suPPori or inierveniion [H‘irough]

iesis, wriiien assignmenis or se[f—evaluo,iions, |F0 COPlFUI'e Progress."

The fouowing subjecis ho,ve Hie clearesi online so,feiu links (see H'ie relevo,ni ro[e descripiors o,bove for more informo,iion):

® Relationships educakion, relalionships and sex education (RSE) and health (also known as RSHE or PSHE) [ Please be
aware that during the 2025/6 school year this may be subject to signiicant changes of scope and conent]
® Compuling
® (ilizenship
However, as stated in the role descriptors above, it is the role of all sagr to idenkiry opportunilies to thread online sagely
through all school achivilies, both oulside the classroom and within the curriculum, supporting curriculum/stage/subject leads,

and making the mosk of unexpecied leaming oPPoriunihes as HIGH arise (which have o unique value for Pupils)

Whenever overseeing the use of iechnologg (clevices, the iniernei, generaiive AL iools, ebc.) in school or seHing as homework
io,sks, all siaff should remincl/encouro,ge sensible use, moniior whai Pupils/siudenis are cloing o,nd consider Poieniial ris|<s and
the age appropriaieness of tasks. This includes supporiing them with search skills, reporiing and o,ccessing help, critical

lhinl(ing (e.g. clisinformaiion, misinformaiion, o,nd conspiro,cu H'ieories in line wiHm KCSIE 2025) access io age—approprioie


https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/811796/Teaching_online_safety_in_school.pdf

maleria[s ancl signPoshng, and lego,l issues SUCl’l as copgright o,nd dQl’G [QW. SOJECFGSOUFCCS.[&[LT‘LCL |’10$ regu[ar[g updal?ed

H‘»eme-based resources, malerials cmcl signposhng JIOF feo,chers ancl parents.

AL Reclda[ Hi“, we recognise Hma[ on[ine SG‘FGLH and broader cligifa[ resilience must be ereacl leoughoul Hw curricu[um ancl

H‘»at is whg we are wor|<in9 ko adopf Hw cross—curriculor J:ro,mework 'Educo,hon for a Connecfed World - 2020 edihon, from

UKCIS (the UK Council for Inkernet Sagely).

Annual reviews of curriculum. plans / schemes of work (including for SEND pupils) are used as an opporbunity ko pollow His
gromewark mare closely in its key areas of Self-image and Tdenbby, Online relationships, Online repukakion, Online bullying
Managing online inormakion, Health, Wellbeing and lireshyle, Privacy and securiby, and Capyright and ownership. AF Reddal
Hill we gollow the Purple Mash Curriculum.

We communicate wiH't Parents o,nd carers about how we suPPorL Pupils wiH‘» Hweir on[ine safelﬁ learning, inc[udmg whal Hweir
chi[dren are be‘mg asked to do on[‘me and Hle sites Hleg wi“ be asked to access bH sharing cu,rricu,lum informo,hon, adding
appropriate 'mformahon lo news[eHers, sharing on[ine safelg Posters via ClassDojo and invihng Parents lo an on[ine safekg

Parent WOI‘I(Sl’lOP.

Handling sofeguarding concerns and incidents

R is vita[ Hmt a” sfaﬂt recognise Hmo,f on[ine so,fefﬂ is a Po,rf of so,feguo,rding o,nd SO concerns must be hanc”ed in Hw same

way as any other safeguarcling concern. Safeguarcling is oﬁen referrecl to as a jigsaw Puzz[e, so all stakeholders should speak
to H’»e safeguording lead wiHm any concerns (no mo,Her how sma” lhese seem) to conlribufe to Hne overa“ Picture or highlighl‘

whal migl’ﬁ not Het be a Problem.

Support Sl‘Oﬂf wiH oﬂen ho,ve a u,nique ‘msight o,nd opportunihj |:o J:ind out about issues J:irst in Hle P[agground, corridors, Eoilets

o,nd OH'LCF commu,no,[ areas oulside Hle Classroom.

School Procedures for deo,l'mg with online safelg will be mosHH delailed in the fo“owing Policies (Primarilg in the first keH

document):
Sagequarding and Child Protection Policy
® Sexual Harassment / Child-on-Child Abuse Policy (if separae)
®  Anli-Bullying Policy
® Behaviour Policy (including schaol sanclions)
® Acceptable Use Policies
® Prevent Risk Assessmenk / Policy

L DOLG PI"OtCChOI’I POliCH, agreements OI’IC[ OH‘LGI“ clocumento,hon (69 PI‘WOCH slatemenl and consen[ forms J.'Of‘ data

sharing, image use efc)
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® Cgbersecuriig

This school commils to take all reasonable Precauhons fo ensure safeguarding pupi[s online, but recognises that incidents will
occur boHi inside schoo[ and ouiside schoo[ (and HIO,I«' ste from ouiside schoo[ wi” coniinue io imPaci Pupils when H”ielj come
into school or cluring extended Periocls away from school). All members of the school are encouraged bo repori issues SWiJIHH bo

o,llow us io cleo,l wiHi Hiem quicHH o,nd sensiiive[g Hirough H’ie school‘s escalahon processes.

Ang susPecied on[ine ris|< or infringemeni shou[d be rePoried io H‘ie on[ine so,feig [eo,d / designaied so,feguo,rding leo,d on Hie
same dag — where c[earla urgeni, it will be made 53 the end of the lesson.

AnH concern/a”egaiion aboul siaff misuse is alwaas referred direcHa to the Headieacher, unless the concern is aboul the
Headleacher in which case the complaini is reJ:erred to the Chair of Governors and the LADO (Local Aulfhori[fgis Designaied
Officer). Siaff may also use the NSPCC WhisHeb[owing Helpline (Hou may want to disp[aH a Posier with delails of this / other

helplines in Hle Sl?(lﬂf room — see Posiers.lgdp[.nei o,nd rePorhng.lgdpl.nel‘).

The school will aciive[ij seek suppori from other agencies as needed (ie. the local auihoriia, LGfL, UK Safer Internel Cenlre's
PrOfessiono,ls’ Online Safeig Helpline (POSH), NCA CEOP, Preveni Officer, Po[ice, IWF and Ho,rmful Sexual Behaviour SuPPori
Service). The DfE guido,nce Behaviour in Schools, advice for headieachers and school SLO’ff Sepiember 2022 provicles o,civice

and reloied lega[ duiies inc[uding suppori for Pupi[s o,nd powers of siaff when resPonding io incidenis — see pages 32—34 for

guiclance on chi[d on chi[d sexua[ vio[ence and harassmeni, behaviour incidenis online o,nd mobile Phones.

We wiu inform Parenis/co,rers of online—safeig incidenis involving H'ieir chi[dren, anci Hie Police where siaff or Pupils engage in
or are subjeci io behaviour which we consider is Pariicularlﬂ conceming or breo,|<s Hie [o,w (Procedures are in P[o,ce for sexiing

o,nd upskiriing; see seciion below).

The SChOOl shou[d evaluaie wheH‘ier reporiing PI"OCGC[U,FGS are O,C{eClU,GITG J.'Of‘ O,nH fuiure closures/lockdowns/iso[aiion CLC and

mo|<e o,”:emo,hve Provisions in aclvo,nce where Hiese mighi be needed.
Aclions where Hlere are concerns OI')OUI' a Child

The fcllowing flow chari (ii cannoi be ediied) is i(:il(en from page 22 of Keeping Children Safe in Educaiion 2022 as H'ie |<e3
educahon sajteguarding docu,meni. As ouHined Previous[g, online safeig concerns are no dijtfereni io any oHier so,feguo,rding

concern.
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Staff have concerns about child and take immediate
action. Staff follow their child protection policy and

School/college action

speak to designated safeguarding lead"! | Other agency action
|
w
Referral not required, Referral® Designated
school/college takes made if safeguarding lead or
relevant action, concerns staff make referral®
possibly including escalate #| to children’s social
pastoral support care (and call police
and/or early help? and if appropriate)
monitors locally
_________________________ fes b e
! Within 1 working day, social worker makes decision about the type of response that is required :4—‘
he o o e o o o o o o e o e e e e e G e S e M e M S e o
v l = W TN v |
D el | e 7 P T R -
| Childinneed | Section47¢ |, | Section17¢ 1 No formal |
of immediate | enquiries I enquiries | | assessment I
! protection: ! | appropriate: | | appropriate: required: referrer
| referrer | | referrer - referrer I I informed !
I informed i informed | informed ! | |
N p——— - B e - ] R o 1 ' SRR, _l_ e I
| Appropriate | | Identify child | | Identify child School/college
emergency at risk of , in need4 and | considers pastoral
| actiontaken ! | significant | identify support and/or early
i by social I I harmé: I | appropriate I help .‘a_ssessr.'nent2
| worker, police | | possible child | | support | accessing universal
| orNSPCCs | = protection | | I services and other
I | plan | I support
______ PENEouN Sy
i

Staff should do everything they can to support social workers.

At all stages, staff should keep the child’s circumstances under review (involving the designated
safeguarding lead (or deputies) as required), and re-refer if appropriate, to ensure the child’s
circumstances improve — the child’s best interests must always come first

12




Sexling - shor‘mg nudes and semi—nudes

All SChOOlS (regardless OJI Phase) shou[d refer LO Hw UK Council JIOF Internet SGJ.‘C[‘H (UKCIS) guidance on sexhng - now referred

lo as Sharing nudes o,nd semi—nudes: advice for educahon ser'mgs to o,void unnecessary criminalisahon of chi[dren. NB - where

one OJI H1e Parhes is over |8, H‘»is is no [onger seang but Child sexual abuse‘

There is o ane-page overview called Sharing nudes and semi-nudes: how ko respond ko an_ incident gor all shagy (nok jusk
classroom-based skagg) to read. in recognibion of the fack bhak i is mosHly someane other than the designated sagequarding lead
(DSL) or online sagehy lead ko first become aware of an incidenk, and i is wkal that bhe correck steps are faken. Skagy other Hhan
the DSL musk nok abtempk ko view, share or delete the image or ask anyone else ko do so, bub ko go shraight ko the DSL.

s important that everyone understands thal whilst the sharing of nudes irwolving children is iuegal, students should be
encouraged and supported to talk to members of sloltf iJ: Hleg have made o mistake or had a Prob[em in this area. The UKCIS

9uidance seeks tc avcid unnecessary crimina[isahon of chi[dren.

The school DSL will in furn use the fuu 9uidance document, Sharing nudes and semi-nudes — advice for educalional seuings bo

decide next s|:eps and wheHler oH\er ogencies need fo be involved.

Initial disclosure
This could come from a child or
young person directly, their
friend or a parent

—

Initial review with safeguarding team
At this initial stage, the safeguarding team review the
information and consider the 5 points for immediate
referral. They make an initial decision about whether
the incident can be dealt with in house

| |

Risk 1t/dealing with the inci
Consider the risk of harm and at any point if there are
'causes for concemn' you can refer out to police/social

care

Police/sociallcare/MASH referral
Refer to your local safeguarding arrangements for
dealing with incidents and contact local services

|

Management in the education setting
Ensure parents are informed (unless it puts the child or
young person at risk) and the incident recorded following
all child protection and safeguarding procedures

Consider the 5 poinls for immediale referral al inilial review:

|. The incident involves an adulk

2. There is reason to believe thal a child or young person has been coerced, blackmailed or groomed, or there are concerns about
their capacity fo consent (for example, owing to special educational needs)

3. What you know about the images or videos suggests the conlent depicks sexual acks which are unusual for the young person’s
developmental stage, or are violent

k. The images involves sexual acts and any pupil in the images or videos is under I3

5. You have reason lo believe a child or young person is o} immediale risk of harm owing lo the sharing of nudes and semi-

nucles. JIOF example, HICH are Presenhng as SUiCiCJ,O,l or se[f-harm‘mg
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Il is imporlanl H’»al everyone undersfands H'mt whi[st sexhng is iuegal, Pupils/students can come and to”( lo members of slo,ff if

HICH have made a mistake or had a Problem in Hwis area.

The clocuments referenced above and materials LO SUPPOFL teaching about sexhng can be J.‘Ol,md al sexhng.lgd‘net
Upskirling

Il is imporlant on,l everyone understands Hwt upskirhng (to,ldng a Phofo of someone under Hleir c[ol‘hing, nol necessarilg a skirt)
is now a criminal offence and conslilules o form of sexual harassment as highlighted in Keeping Children Safe in Educalion. As
wiH1 o|:|'1er forms of child—on—child o,buse Pupils/students can come o,nd Ealk to members of slaff if H‘»eg have mo,de a mistake or

had a Prob[em in this area.
Buu‘tjing

Online bullying, including incidents bha kake place oukside school or prom home should be kreaked like any other orm of bullying
and bhe school bullying policy should be followed for anline bullying, which may also be regerred o s cyberbullying, including
issues arising grom banker. The schaol bullying policy highlights the imporkance not fo break anline bullying separately ko ofgline
bullying and ko recognise thak much bullying will ogten have both anline and aggline lements)

Il is important |:o be aware Hmo,t in Hme Past |2 monHms Hmere has been an increase in anecclofal reporfs of J:ights be‘mg J:i[mecl cmd

fo,l(e prcfiles being used lo bullH children in the name of others. When considermg bullaing, staff will be reminded of these issues.

Maleria[s |:o suPPorl leachmg aboul bu“g'mg and useJ:ul DePartment for Educahon 9uidance o,nd case sfudies are o,t

bullging.lg Fl.net

Child—on—child sexuol violence ond sexual harassmenl

Any incident of sexual harassment or violence (online or ofgline) should be reported ko the DSL who will follow the pull quidance.
Skagg should work ko oster o zero-tolerance cullure and mainkain. an obhbude o # could happen here The quidance shresses
bhat schools must fake all jorms of sexual violence and harassment seriously, explaining how i exisks on o continuum and bhat
behaviaurs incorrecHy viewed as low level” are hreated seriously and ok allowed ko perpehuote. The document makes specic

reference tO behaviours SU,Ch as bro-slrap flicking o,nd Hw COI"G[GSS use OJ.' language.

In Hle onl'me environmenl, er recenl Prolifero,hon of misoggnishc conlenl is Parhcularlﬁ relevanl when il comes lo considering

reasons for and how o combal this kind of behaviour.
Misuse Of SCI’IOOI lechnologg (devices, sHslems, neMorks or Plalforms)

Clear and we” communicalecl rules ancl proceclures are essenlial LO 9overn PUPi[ ancl OC[U,“? use OJ.' SChOO[ nelworks, conneclions,

internet connechvilﬂ ancl clevices, c[oud Plalforms ancl social media (boH1 when on school site ancJ, oulsic[e OJI schoo[).
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These are clefinecl in the relevant Acceptab[e Use Policl.j as well as in this document, for examp[e in the sechions re[ahng bo the
PrOfessional and Persono,[ use of school Plah:orms/networks/clouds, devices and other technolo%, as well as to BYOD (bring your

own device) Policg.

Where PUPi[S conlravene Hwese rules, Hw SChOO[ behaviour POliCH Wi“ be O,PPlieCJ,; where Staﬂf COHLFOVCHC H‘»ese rules, GCHOH Wi“ be

laken as ouHined in Hw Staff code Of conduct/handbook

Il’ Wi” be necessarH LO reinforce Hiese as USUO[ Ol Hw beginning OJI ang SCI‘LOO[ Uear l)ul GlSO LO remincl pupi[s Hmal Hle same

OPPlieS fOr ang home learning HIQL mGH fake P[QCC in future Periods Of o,bsence/ closure/cluo,ro,nhne ekc.

FurHler |F0 H\ese steps, H\e SChOOl reserves H\e rigM I'O Wil’hdl‘OW - Eemporarilg or PermanenHH - ang or O,H access LO SUCh

lechnolc%, or the righl bo l)ring devices onlo school properlg.

The new respcnsibililies for fiuering and moniloring, led bﬂ Hw DSL and fo“owing Hw new DfE slandarcls, may mean Hw,l more
such incidents wiH be discovered in H‘»e com'mg year buf Hne schoo[ wi” do its best Lo rem'md Pupils ond stoﬁ of H’»is increo,sed

SCFUhnH O,t H1e SITOJ‘L OJ.' H’le Hear.
Social media incidenls

See Hme socia[ media sechon laler in H‘»is document for ru[es o,nd expeclahons of behaviour for children and adu[ts in Hle Redda[

Hill ccmmunihj. These are also 9overned bH school Acceplable Use Policies.
Breaches will be deall with in line with the school behaviour Policg (for Pupils) or code of conduct/handbook (for slaff).

FurHler lc Hlis, where an incident relates to an inappropriale, uPseHing, violenl or abusive social media Post 53 a meml)er of Hwe

school communitg, Reddal Hi[l wiH requesl Hmt Hle Posl be deleted o,nd wi[l expect Hus |:o be achoned PmmPHU'

Where an Offending Pcsl has been mo,de bH a Hlird Parh\.j, Hle school may report il Lo H'me P[alform il is hosted on, and may
contact the PrOJ:essionols‘ Online Safehj Helpl‘me, POSH, (run 53 the UK So,J:er Internel Centre) for suppor|: or help to accelerale

Hlis process.

Dala Prolechon and cgl)ersecurilﬂ

All Pupi[s, staff, governars, volunleers, contractors and Parenls are bound 53 the school's data prolecbon and cgbersecurilg PolicH
which can be founcl here. H is important lo remember Hwt Hmere is a c[ose re[ahonship between boH‘» data Protechon anc[

cgbersecuritg and a school's abililg bo effechvelﬁ safeguarcl children. Schools are reminded of this in KCSiE which also refers bo
the DfE Standards of Cgbersecurikﬂ for the firsf time in 2023.
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Schools should remember that dala Protechon does not Prevent, or limil, the sharing of informo,hon for the purposes of keeping children safe. As
oullined in Dafa praiech‘an in schools, 2023, “T¥'s not usuauH necessary bo ask for consent fo share Personal informahon for the purposes of

sofeguarding a child” And in KCSIE 2024, “The Dala Protection Act 2018 and UK GDPR do not Prevenl the shar'mg of

informahon JIOF Hw PUFPOSCS OJI keeping children SQJIB. FGOFS abouf sharing informahon musk not be OHOWGCl tO stand in H‘te WGH

OJ.' Hw need I'O safeguo,rd o,nd Promote Hw welfare and PFOLGCL Hne SQJ.‘GLH OJ.' children."

Appropriale Jtiuering ond moniloring
Keep'mg Children So,fe in Educahon ho,s [ong asked schools lo ensure "appropriale" webjtiuering and monikoring sgsfems which

|<eep chi[dren SGJIC online but ClO nol "overb[ock".

Since KCSIE 2024 in recognihon of H1e imPorLance of Hmese sgstems to keeping chilc{ren safe, H'le c{esignated safeguarding lead
now has [ead resPonsibililg for fi”:ering and monitoring (see page | for Hme DSL name and Hne no,med governor wiH1 responsibilitﬂ

fcr fillering cmcl moniloring).

Schools are also asked to fcllow the new DJ:E fiuering and monitoring skandarc{s, which recluire them fo:

® idenhﬂj and assign ro[es and responsibilihes to manage fiuering and moniloring sHSLems

® review J:i”ering o,nd moniloring Provision ak [eosl annua”g
® block harmful and inappropriate conkent wiH'wuL unreasonablg impochng leaching and leaming
)

have eJ:fechve monitormg s|:ro,|:egies in Plo,ce Hlo,l meet Hleir safeguarding needs

As schools gel lo grips wiH1 Hlese new slandards, Hw chauenge for DSLs anc{ SLT is lo beHer undersland, review and drive Hle
rahonale behind decisions in H}is area. Tech }eoms ond safeguarding leo,ms wiu need lo wor|< much more c[oselg togeHler for |:|'1is

lO be POSSible, and lechnicians Wiu be clwarged LO CGFI"H OUL regular checks and feed bGCI( LO DSI_ teams.

Al our SCl"lOO[ we recognise H‘LO} 9CHCFOHV6 AI sites can POSC ClOLO, ris|<s SO SLO,H.' are I"LOL GHOWCd lO enter Cl’lild dGl?G GI’IC{ where
H’leg use Hlem, H’leg musl be QPPFOVCd. FOI’ chi[dren o,nd Houng PGOP[C, we b[ock H1e genero,hve AI categorﬂ and Oan Gl[OW SPeCifiC
siles‘ We |<now H"»Qt whal chilclren inpul o,nd whal Hw lOOl OULPUtS co,nnol be guaran}eed as SO,J.'e o,nd inappropriate conlen|: can be

generatecl, SO we carefullg monitor oukpuf and limit their use - also in line with DfE 9uidel‘mes. Find oul more af genaisa;e.lg;[nel
ALL STAFF need to be aware of the changes and renewed emphasis and plag their parf in feecl'mg back aboutl areas of concern,
polenhal for students o bHPass sgslems and any Polenhal overblocking Theg can submil concerns al any Poinl CPOMs and will
be asked for feeclback at the lime of the regular checks which will now lake place‘

Slaff will be reminded of the sgstems in place and their responsibilihes ot induchion and start of yeoar safeguarding as well as

via AUPs and regular lraining reminders in the lighl of the annual review and regu[ar checks that will be carried oul.
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Itis very imporlcml that schools understand the clifference between fiuering and monitoring, the meaning of overblocl(mg and
other terms, as well as how o gel the best out of sgstems. There are guidance videos and J:[Hers bo he[P with this al

h“lps://sadpedci”eringilgdrl.nel and Lraining is PFOVided JIOF 0,“ Staﬂf / safeguarding Leams / technica[ teams as appropriate.

A Reddal Hill:

® Web fiuering is provided bH I_GJ.'I_ on SCI‘LOO[ site.

® SCl’IOO[ devices used in Hwe home are Prokeckec{ bg Home Secure.

® Changes can be made bg SIPS Educahon, Mr. Beard (SM), and Mrs. A Bashir Pugh.
e Overdll resPonsibiliLH is held bH the DSL.

® Technical suPPorL o,nd advice, se|:u,P o,nd conjtiguro,hon are from SIPS Educohon
® LGJ:L regu[ar[3 monitor and mainlain er fiuering sgstem.
® An annua[ review is carried oul.

[ Guidance on how Hne s\tjstem is 'oPProPriale‘ is avai[able at aPProPriate.[&anet

Acccrding Lo Hle DfE standards, "a variehj of moniloring stro}egies may be required lo minimise safeguarding ris|<s on internet

connec[ed devices ancl may includez

° Phﬂsicauﬂ moniloring bH slaff watching screens Of users.
° |_ive suPervision b.lj slaﬂ: on a conso[e win device management sthare.
° Ne|:wor|< moniloring using [09 fi[es of intemet h'o,ffic ancl web access.

° Individual device moniloring leough soﬁware or Hurd-Po,rLH services.

Moniloring is haw we |<now whal a child is alwaﬂs doing on a device ond are olerled i_f onglhing concerning is lgped.

We use the soﬁware called “SENSO” o monitor all our devices un school. Senior slaff are alerted when a child or adull has
lgped someHw‘mg conceming into o device and a screenshol is aken of whal was lgped. This may be simPlU an inaPPropriate
worcl, or serious. E.g., a child being worried aboul someHﬂng a home, a sign H‘»eg are slruggling emobona”g, or that Hwﬁ are

interested in someHm'mg concerning.

Children are laughl bo log onko a device u,s'mg their own login, so that slo,ff can be alerted to the individual child who have used
the device for something conceming. The children are laughl to have an awareness thal H‘»eU must be a responsible user of the

clevices in school and lo log off ago,in once HmeH ho,ve finished Hleir tasks‘
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IJ: an aler[ comes H‘trough, a member OJI SMT wiH SPGOI( tO Hwe Cl”ti[d about it ancl 'mform Parents iJ.' necessarH, SO H”LGL H‘»is can be

fouowecl UP OL home. IJ.' Hw concern is re[aled tO so,feguarding, we mo,ﬂ conto,ct externo,l services for SUPPOFL

At Reddal Hill, we use

Messoging/commenhng sgslems (‘mcl. email, learning Plolforms & more)

Aulhorised sHslems

® Pupils at this school communicale with each other and with slaff using Purple Mash and using the class email.

] Staff at st school use H'le email sHs[em Providecl bH Microsoﬁ for all school emails. TheH never use o Personal/Privale
emo,il account (or oner messaging Plo}form) to communicate wiH1 children or Parents, or |:o co“eagues when relaﬁng lo
school/chi[d data, using a non-schoo[—adminis[erec{ sgskem. Staff are Permi&ec{ lo use Hwis email sHsLem Lo communicate

wi|:|'1 oner members of staff. Individual c[ass emai[s are used

® Staff ak this school use Class Dojo to communicale with Parenls.

/\ng sgstems above are centra”g managed ond administered bg the school or authorised IT Parkner (ie. Hmeg can be
monilored/oudited/viewed centrallg; are not Privo,te or l'ml(ed lo Privale accounts). This is for Hle mu[ual Pro|:echon o,nd Privo,cg of
a” slaff, Pupils and Parenls, su,PPorﬁng safeguardmg besL—Pro,chce, Prolechng chilc{ren against abuse, slaff against Potenhal

a”egahons and in l‘me wiH1 UK dalo Pro|:echon [egislohon.

Use Of any new Plo|:J:orm wiH1 communicahon faci[ihes or any child [og‘m or slor‘mg school/ohild dato musl be aPProved in

QdVOHCC l)H H’le SChOOl and cenlra”g managed.

AnH unaulhorised a&empl lo use o diﬁerent sHsLem may be a safeguarding concern or disciplinarg maHer and should l)e nolified

to the DSL (LJ: b!.j a child) or to the Headleacher (if bH a s|:aJ:f member).

Where devices have mulhp[e accounts for the same app. mistakes can happen, such as an email being sent from, or dala being
uploaded lo Hle wrong accounl. If H‘»is a Privale accounl is used for communicahon or lo slore clo,la bH mislake, Hle

DSL/Headteacher/DPO (the circumstances of the incident will determine whose remit this is) should be informecl immediakel‘tji

Behaviour / usage Principles

L J More detail JIOI” 0” H’me POinl?S below are g'wen in H’le SOCiGl media sechon OJT H’lis PO[iCH as weH as H»e SChOOl‘S acceplab[e

use agreements, behaviour POliCH and Slaff code Of CCJT‘LC[LLCE~
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® APPropriaLe behaviour is a[waas expectecl, and the sgstem should nol be used o send "mappropriate malerials or
language which is or could be consfrued as bu[lging, o,ggress'we, rude, insu[hng, i[lego,l or onerwise ino,PProPrio,}e, or

which (JIOF SITO,JIJI) migH br'mg Hw SChOO[ 'mto disrepute or compromise Hw prOfessionalism OJ.‘ SLO,JIJI.

[ ] Dato, Profechon Pr'mciples will be O,lWO,I:jS fo”owed when if comes ko o,H school communico,hons, in line wiHm Hne schoo[

DGITO, Protechon PO[iCEj and Oan us'mg Hw aunorised sgstems menHoned Ol)OVG.

® Parents and staff are allowed lo use the class email sgslem, but should be aware that all use is monikored, their emails
may be read o,nd Hw same rules of aPProPriale behaviour OPP[H at o,H hmes. Emails u,sing inaPProPrio}e [o,nguoge,
images, malware or to adull sites may be blocked and not arrive al their intended destinalion (and will be dealt with

according lo Hwe aPProPriale Po[icg o,nd Procedure).

The Use of Arhficiol Inleuigence (AD

As Generahve Arhficial Inle“igence (gen AI) con|:inues |:o odvcmce cmd 'mfluence Hle world we l'we in, i|:s role in educohon is

also evc[ving.

The infegrakion of AL in schools can be transformalive across these three key dimensions:
® Learner Suppork: AL can personalise learning experiences, provide real-lime feedback, and idenligy areas where
students may need additional help. This can enhance student engagement and improve leaming oulcomes.
® Teacher Support: Al can assist teachers by aulomaling adminislralive tasks, providing insighls info student
performance, and ofrering resources for lesson planning. This allows leachers to focus more on inslruction and
student inferaction.
® School Operalions: Al can slreamline operalions such as scheduling, resource allocation, and communication. It can

also enhance securilg and monitor facilihes lo ensure a safe learning environmenl.

Ensuring H‘LGL AI is usecl SOJ.'elH, eHmicauH, and responsibla is crucial. This includes Prolechng sluden[ dala PrivacH, avoiding

biases in Al algori[hms and ensur‘mg lransparencg in AL decision-makmg processes.

We reo,[ise H;at H;ere are risks ‘mvolved in H’;e use OJ: Gen AI services, but H’;al |:hese can be mihgated H’;rough our exishng

policies and Procedures, amend'mg Hlese as necessary lo address Hle ris|<s‘
We will educale slaff and learners aboul the safe and ethical use of AI, Preparing them forao fulu,re in which these

lechno[ogies are ltl(e13 lO P[OH an 'mcreas'mg ro[e. The saj:eguarcling Of Staﬂf anc[ leamers Wi”, as OLWOHS, be O,L Hw J:orefront

of our Policg and Pro,chceA
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Policg Slatements

The school acknowledges the potential benefits of the use of AL in an educalional conlext - including enhancing
learning and leaching, improving oulcomes, improving adminiskralive processes, reducing workload and preparing stag
and learners for a fulure in which Al technology will be an integral part. Stagf are encouraged to use Al based tools to
support their work where appropriale, within the frameworks provided below and are required o be professionally

responsible and accountable for this area of their work

We will comply with all relevant legislakion and quidance, with reference fo quidance conlained in Keeping Children Sage
in Education and UK GDPR

We will provide relevant lraining for stagr and governors in the advantages, use of and potential risks of AL We will
support staff in idenlifying lraining and development needs to enable relevant opportunities.

We will seek fo embed learning aboul Al as appropriate in our curriculum offer, including supporling learners to
understand how gen Al works, its potential benegits, risks, and ethical and social impacls. The school recognises the
imporfance of equipping learners with the knowledge, skills and slralegies bo engage responsibly with Al lools.

As seb out in the stagp Acceptable Use agreement, stagr will be supported to use Al lools responsibly, ensuring the
profection of both personal and sensitive dala. Stagp should only inpul anonymised daka to avoid the exposure of
personally idenligiable or sensilive informakion.

Stags will always ensure Al tools used comply with UK GDPR and other dala protection requlations. They musk verigy
that tools meet data securily standards begore using them for work related to the school.

Only those Al technologies approved by the school may be used. Stagp should always use school-provided Al accounts
ror work purposes. These accounks are confiqured to comply with organisalional securily and oversight requiremenls,
reducing the risk of dala breaches.

We will protect sensitive inormalion. Stagr must nok inpul sensilive informalion, such as infernal documents or sralegic
plans, ino third-party Al lools unless explicilly velted for thal purpose. They must always recognise and safequard
sensitive dala.

The school will ensure thal when Al is used, it will not ingringe copyright or inkellectual property conventions — care will
be faken o avoid inkellectual properly, including that of the learners, being used lo train generative Al models without
appropriate consenl.

AL incidents must be reported promptly. Stagr must report any incidenks involving Al misuse, dala breaches, or
inappropriate oulpuls immedialely fo the relevant internal teams. Quick reporting helps miligate risks and facilitales o
prompk response.

The school will audit all AL systems in use and assess their potential impack on stay, learners and the school's systems
and procedures, creating an Al invenlory listing all lools in use, their purpose and pofential risks. (Risk assessment

mo,lrices are a&achec[ as an appendix)
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® We are aware of the potential risk for discrimination and bias in the oulpuls from Al lools and have in place
inferventions and protocols fo deal with any issues that may arise. When procuring and implementing Al systems, we will
fo”ow due care and di[igence bo Priorihse fairness and Safetﬁ‘

®  The school will support parents and carers in their understanding of the use of Al in the school (Hhis could be through
an ‘Al in our school quide’)

® Al lools may be used fo assist teachers in the assessmen o learners” work, idenlificalion of areas for improvement and
the provision of reedback Teachers may also support learners fo gain peedback on their own work using Al

® Mainkain Transparency in Al-Generaled Conbent. Stagr should ensure that documents, emails, presenlalions, and other
outpuls influenced by Al include clear labels or notes indicating Al assistance. Clearly marking Al-generaled confent
helps build trust and ensures thal others are informed when Al has been used in communicakions or documents.

® We will priorilise human oversight. Al should assish, nol replace, human decision-making. Stagr must ensure thak final
judgments, particularly those afrecting people, are made by humans and critically evaluate Al-generaled outpuls. They
must ensure thal all Al-generaled conkent is fach-checked and reviewed for accuracy begore sharing or publishing. This
is especially imporlanl ror external communication ko avoid spreading misingormakion.

® Recourse for improper use and disciplinary procedures. Improper use of Al lools, including breaches of data profechion
standards, misuse of sensilive information, or failure fo adhere to this agreement, will be subject fo disciplinary achion as

def'med in Schools Model Discip[inarg Po[icH.

A more detailed Policg lemplale can be founc{ in Hle appenc{ix, inc[uding a ris|< assessmenl matrix for Hle use of AI and

an AI SPeCi‘FiC Skaff ACCGP'?O,MC Use AgreemenL

Online sloroge or leorning Plal_l:orms

All Hle Pr‘mciples ouH‘med o,bove o,lso O’PP[B lo any sgstem |:o which you [og in on[ine lo conclu,cl' school business, wheHler it is lo

simplﬁ slore files or dala (an online 'drive') or ccuaborale, learn, leach, elc.

For o,H Hlese, it is imPorlo,nt lo consicler dato, Prolecl‘ion cmcl cgbersecuril‘g before a[wags adophng such a Plo|:form or service o,nd

when using iL Reddal Hl“ |'10,s a clear cgbersecurilg and dala Prolechon PolicH which staﬁ, governors and volunleers mu,sl o,lwo,gs

fo”ow‘ [hHPs://rb.%/ZPSrih - Dala Protection Policg)

School websile

The school websile is a |<e5 Public—fo,cing informo,hon Portal for H'w school commumhj (bOH’I exishng and Prospechve stakeholders)
with o |<e3 repufahona[ value. The Headleacher and Governors have delegaled the claﬂ-fo-claﬂ responsibi[itg of updaﬁng the

ccnlenl of H1e websile ancl ensuring compliance wiH'm DfE shpulahons fo o,H staﬁ.

The sile is managed l)H / hosted bH PrimarH Site Website Designers.
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Where staﬂ submit inJ:ormo,Hon for the websie, H‘»eﬂ are asked to remember thal schools have the same dutg as any person or
organisahon bo resPecl and upho[d copgright law — schools have been fined thousands of Pounds for copgright breaches.
Sources musk alwaHs be credited, and malerial oan used with permission. There are many open-access libraries of Pub[ic-domain

images/sounds ekc that can be used. Finding someH’»ing on Google or YouTube does not mean that copgrighl' has been respecl‘ed.
I¢ in doubt, check with SMT

Digilal images cmd video

en a pupil/student joins the school, parenis/carers are askea i e ive consent for their childa s image fo be capfured in
When o pupil/shudent joins the school, parents/ ked if they g | for their child's image ko be caplured
ofographs or videos, for whal purpose \beyond infernal assessmenk, which dces nol require express consenk) and for how long.
photographs or videos, for what purpose (beyond infernal | which does not require exp D and for how long

Parents answer as J.'OHOWSI
L J For CliSP[OHS around Hwe SCl’lOOl

® For the newslelter

For use in Paper-based scl'wol markehng

For onl'me Prospectus or websites
® For social media
[ ] For a sPecific high—PrOfile image for displaH or Publicahon

WHenever a Pholo or video is |:a|<en/mode, H’»e member of slaﬂ: lo|<'m9 it will check Hme latesl da}abose before using il for any

PUI"POSG.

AnH Pupi[s shown in Pub[ic J:ac‘mg maleria[s are never identified wiH1 more Hmn J:irst name (and Pholo fi[e names/lags do not

include fuu names }o avoid accidentaug sharing them).

Al slaff are 9overnecl bg their conbrach of emplogmenl and the school's Acceplable Use Policg, which covers the use of mobile
Phones/Personal equipmenl for lol(‘mg pictures of pupils, and where these are stored. Al Reddal Hill, no member of skaff will ever

use Hleir Pel"SCan Phone lO COPEUI"C PI’IOITOS or videos OJ.' PUPilS‘

Pl"»OEOS are SlOI’GC[ on H1e SCl'IOOl‘S sho,recl dr‘we or HCGI" gI"OUP cameras in line WiH"L Hw relenhon schedule OJ: Hw SChOOl DGLG

Prolechon POliCH. AnH concerns o,boul Hw nalure Of H'tese images will l)e reported |?0 H1e DSL

Slaﬁ ancl Parenls are reminded annuaug o,bouk Hme importance of not sharing winu,l permission, due lo reasons of child

Protechon (e.g. looked-aﬁer children Often have restrictions for their own prolechon), dala protechon. religious or cullural reasons,
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or simp[3 JfOl‘ reasons OJI PCFSODO[ PFWOCH‘ FUFHICF detai[ an Hwis subject and a samp[e [CH‘CF LO parents J.‘OI“ lal(mg PI’lOLOS or videos

Ot SChOOl evenls can be fOlJnd Ot Parenffilming.l&;l.net

We encourage young PeoPle lo H}ink aboul H‘»eir onl'me repulahon and digilol foolprin[, SO we should be good adu” role models bg

not oversharmg (or Provid'mg embarrassment in later llfe - ancl it is not JIOY‘ us tO judge Wl"tO,t is embarrassmg or not).

Pupils are laughl obout how imo,ges can be manipulated in H’»eir on[ine so,fefg educahon programme o,nd kaughl lo consider how

l’O Publish JIOF a wide range OJI aucliences which might inclucle governors, parents or Hounger chi[dren

PUPilS are aclvisecl LO l)e VGFH carefu[ about Placing OHH PCFSOHO[ PhOtOS on SOCiO[ media. Theg are LaugH tO understand Hw need

lo moinlain Pr'wo,cH sethngs SO as not lo mo,|<e Pub[ic, Personal informohon.

Pupils are lought Hmat HmeH shou[d nof Post images or videos of oners wiH‘»out Hneir Permission We |:eo,ch H’»em oboul Hle ris|<s
assccialed wiH1 Providing informalion wiH1 images (including Hle name of Hw file), Hlal reveals Hw idenhlg of oners and Hweir
locahon. We teoch Hmem oboul Hle need lo |<eeP Hmeir data secure and what |:o do iJ: H‘»eH / ora J:riend are subject lo bu“ging or

al)use.

Social media

OUF SM Presence

Reddol Hill wor|<s on Hle Princip[e on,t if we don’f manage our socio,l media reputo,l'ion, someone e[se willi

Onl‘me Repulahon Managemenl (ORM) is aboul understanding and managing our digital footprint (ever\tjthing Hno,t can be seen or
read about the school online). Few Parents will applﬂ for o school Place without firsl Googling the schooL and the Ofslec{ pre-

‘mspechon check 'mc[udes monitoring what is be‘mg soid onl‘me.

Negohve coverage almost alwaHs causes some level of disruphon. UP lo ho,lf of o,ll cases deo,u wiH‘» bg Hw PrOfessiona[s Onl'me

Safelg Helpline (POSH: helPline@sadrerinternet.org.uk) involve schools (and staff members) online repulahon‘

Accordinglg, we manage and monitor our socio,[ medio, footprinl carequH |:o l(now what is being said about |:|'1e school and |:o

resPond lo crihcism ancl Pro,ise in a fo,ir, resPonsible manner.
Sl’dﬂf, PUPilS. and Porenls' SM Presence

Social medio, (including o,ll apps. sites o,nd gomes H'mo,t a“ow sharing and inferachon belween users) is a J:acl of modern life, and
as a school, we accepl that many Parenls, staff and Pupi[s will use ik. However, as stated in the acceptab[e use Po[icies which all
members of Hle school communilg sign, we expecl eveerodH lo behave in a Posihve manner, engaging respeclfuuﬂ wiHm Hme school

and each other on social meclia, in the same way as Hmeg would face bo face.
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This Posihve behaviour can be summarised as not mal(mg any posfs which are or could be construed as buuﬂing, aggress'we,
rude, 'msulhng, iuegal or onerwise ino,PproPriate, or which mighf bring H1e school or (Po,rhculo,rlg for sfo,ff) feaching PrOFession
inko clisrepute. This applies both to Public pages and fo Private Posts, eg Parent chats, pages or groups.

If parents have o concern about the school, we urge them to conbact us clirecHg ond in privale bo resolve the maller. IJ: an issue
cannol be reso[ved in Hwis way, H\e schoo[ complainks Procedure should be JFouowed. Sharmg complainls on socia[ medio, is
unlikelg bo help resolve the maHer, but can cause uPseL bo staff, Pupils and Parents, also undermining staff morale and the

repulahon of Hle schoo[ (which is imPorlanl for H\e Pupils we serve).

Mang social media P[alforms have a minimum age of 13 (nole thal Whats/\pp is |6+), but the school regularllj deals with issues
arising on social media involv‘mg Pupi[s/students under Hme age of |3. We o,s|< Parents |:o resPect age rahngs on socio,[ medio,
Platforms wherever Possible and nol encourage or condone underage use. H is worH‘» nohng Hwat Online Harms regu[ahon is likela

lo require more strmgent age verifico,hon measures over H‘»e coming years.

However, Hle schoo[ musf strike a diﬂticuu bo,[o,nce of nof encouraging underage use o,t Hw same hme as needing |;o acknow[edge
rea[ih\.j in crder lo best help our Pupi[s/students to avoid or cope wiH‘u issues if H‘LGH arise. Online safelﬁ lessons wiu loo|< at social
media and oHler on[ine behaviour, how lo be a 9ood J:riend online o,nd how lo rePorr bu“ging, misuse, 'mhmidahon or abuse

chever, children will Oflen learn mosk from the models of behaviour H‘LCH see and experience, which will Ofken be from adulls.

Parents can best suppcrt this 53 la“(ing bo their children about the apps. sites and games Hmeg use (Hou don't need to know them
— ask your child to explo‘m it bo gou), with whom, for how long, and when (lale ot nighl / in bedrooms is not he[PJ:ul fora 9ood
nighl,s sleeP and Produchve leaching and [earning al school the next dag).

dOCS not have. We. We OSI(.

C[ass Dojo o,nd emo,i[ are Hme OH:icio,[ e[eclronic communico,hon cho,nnel belween Parents and Hme school. Social media, including

CHGL GPPS SUCh as WHOLSAPP, are not OPPI"OPI"iGle J.'OI" SCl’lOOl use.

PUPi[S are nok O“OWGd tO [)e ‘friends' WiH‘l or ma|<e a friend requesl tO OI’IH Staﬂ.‘, governors, vo[unteers Gl’ld COI’ILI"GCLOI"S or

olherwise communicale via socia[ medio,.

Pupils are discouraged from ‘following' slaff, governor, volunteer or conlractor Public accounts (eege fouow'mg a slaﬁ member with
a Public Insragram account) as laid out in the AUPs. However, we accept that this can be hard to conbrol (bul this highlighls the
need for slaff lo remain Pro;essiono,l in H'meir Privo,le lives)‘ In Hme reverse siluahon, however. staff must not follow such public

student accounfs.

EXCGPHOI‘IS mOH be made, e.g. fOf‘ Pre-exishng J.'Omier ['m|<s, but H‘»ese musf be OPPI’OVGC[ l)lj Hw Headteacher and SIIOU[C[ IJG cleclarecl
upcn enh"ﬂ OJ.' H’Ie PUPil or SLO,H.' member lO H’me SCl’lOOl.

Anﬁ aHemPl to do so may be o safeguarding concern or disciplinarﬂ matter and should be nohfied to the DSL (LJ.' bg a child) or
to the Headleacher (if 53 a staff member).
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Sioff are reminded thal H‘ielj are obliged not bo bring the school or PrOfession inko disrepuie and the easiest way to avoid this is
to have the shrictest Privacg seiiings and avoid ino,PProPriaie sharing and overshoring online. Theg should never discuss the
school or its stakeholders on social media and be carefui that their Personai opinions mighi not be allribuled lo the schooi, brust

or loco,[ auihoriig, bringing Hne schooi inio disrepuie.

The serious consequences of inoPProPrioie behoviour on socio,l medio, are underlined bg Hie J:o,ci Hio,i H'iere ho,s been a significani
number of Prohibition Orders issued l)l:j the Teacher Regu[oiion Agencg bo ieocning siog that involved misuse of social
medio/iechnolo%.

All members of the school communiiij are reminded that Poriicuiorig in the conlext of social medio, i is imporioni bo comPlH with
Hie school Policg on Digiia[ imo,ges ond video Permission is soughi before uploading Phoiogrophs, videos or any oHier informaiion

Gl)OU,l OH'ieI" PCOPle.

The siaiemenis OJ.' H‘ie Accepiobie USC Policies (AUPS) which Ciu members OJ.' H‘ie SCl’IOOl communiiﬁ |'1ove signeci are GlSO reievoni LO

social medio ociivilg, as is H'ie school‘s Do,io, Proieciion PoiicU.

Device usage

AUPs remind those with access bo school devices about rules on the misuse of school iechnolo% — devices used al home should
be used jusi li|<e iJ: Hieg were in J:u” view of a ieocher or colieogue. Pleo,se read Hie J:oiiowing in conju,nciion wiHi Hiose AUPs and
Hie seciions of Hiis c[ocumeni which impoci upon device usage, eg. coPHrighL doia Proieciion. socioi meciio, misuse of iechnologij,

ond digiial images anci vicieo.
Exlernol Device Securitg und Malware Prevenlion

To sofeguard Hie schoo[ ne|:wor|< from viruses o,nd mo,[wo,re, Hie conneciion of exierna[ devices, including USB sioro,ge, digii‘ol
cameras, o,nd Priniers, is siricHij reguioied. These devices can bgposs siondord neiwork filiers onci iniroduce molicious soﬁwore.

ConsequenHH:

° Personol devices (USB siicks/ hord drives) musi noi be connecied io school equipmeni wiH'ioui explicii auihorisoiion

from H‘ie ICT Monogen

o Mondaiorg Sconning: AnH PermiHed exiernoi meciio Wi“ be sconned bU H‘ie SChOOl‘S oniivirus SOJTLWOJ‘G.

L DOIFO TranSfer Staﬂf musi use SCI’LOO[-OPPY‘OVGC[ encrgpied devices JIOI‘ OnH iranSfer Of SCI’lOOl claio, l'O ComPlH WiHi DO}G

Proieciion requiremenis.

° Monitoring: AnH unauthorised oHemPi bo connech devices will be flogge& bH our moniioring sHsiems (Senso).
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Personol devices including wearable lechnologﬂ ond bring ‘Ljour own device (BYOD)

PUPilS —-are auowecl l‘O brmg mobile phones into SCI‘LOO[ fOr‘ emergencH use On[H but Wi” be [ocked OWO,H in H‘»e PU,P'Ll‘S
c[assroom dur'mg H‘»e SChOOl dGH and retumed LO H'te PUPil Cllf home hme. Imporlant messages and Phone CO“S LO or J:rom

Parenfs can be mo,de o,f Hne schoo[ Oﬂiice, which wi“ a[so pass on messages from parenls lo Pupils in emergencies.

Al shagy who work direchy wibh children should lock their mobile phone away and anly use them in privake shafy
areas during school hours. See also the Dighal images and video sechion of Hhis document and the school doka
prokechion. ybersecurihy policies. Child/stagy daka should never be downloaded onko o private phane. Iy o stagy member is
expecting an imporbant persanal call when keaching or otherwise an. duby, they may leave bheir phone with bhe school

oH:ice lo answer on Hmeir beha[f or as|< for Hne message lo be [eﬁ wiH1 Hne school Office.

Volunkeers, conlrackors, governars shauld leave heir phones in their pockets and hurned ofy. Under no circumshances
should they be used in. the presence of children or ko fake pholagraphs or videos. T Hhis is required (e jor cankraclors
fo koke photos of equipment or buildings), permission. of the headteacher should be sought (the headteacher may chaose
fo delegate Hhis) and bhis should be done in the presence of a member stagy.

Parenls are asked lo leave their Phones in their Pockets and lurned Off when H’leH are on sile. Theg should ask
Permission before tal(mg any Pholos, eg. of displags in corridors or classrooms, and avoid capluring cHler childrenA
When ol schoo[ events, P[eo,se refer |:o Hme Digifo,[ images ancl vicleo sechon of Hlis document on page. Parents are askecl

not lo ca” Pupils on H‘ueir mobile Phones during H'me school c{aH; urgenk messages can be Passed via er school oHice.

Meclical Exemplions for Mobile Device Use

Reasonable Adjuslmen[s: In accordance with the Equalilﬁ Ack 20|O the school Provides exemphons lo the standard
mobile Phone ban for Pupils with documented medical needs, such as THPe | Diabeles.

Individual Healthcare Plan (IHP): Ang medical use of o mobile Phone must be expliciHH outlined in the
child's Individual Healthcare Plan (IHP) o,greed upon bﬂ Parenls, the school, and medical PrOfessionals.

Medical Funclion Onlﬂz Devices used for medical purposes (e.g., as a receiver fora Conlinuous Glucose Monitor or

insulin Pump) musk oan be used for thal sPecific health-related funchon during school hours.

Dala Securilgz These devices are exempl from the standard “collection ot stark of daH" rule fo ensure life—saving alerls
are alwags accessible. However, HIGH musk shill compla with school rules regard‘mg the prohibihon of social media and

camera use c[uring Hw SChOOl dOH
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Use Of SChOOl devices

Sl’aﬂ.‘ and PUPilS are expecled tO J.‘O”OW Hw lerms OJ.‘ Hw SChOO[ OCCGPITO,HG use POliCieS J.'Of‘ OPPFOPI"'LGLG use ancl behaviour when on

school devices, wheH‘»er on sife or o,f home.
School devices are not lo be used in any way which contro,venes AUPs, behaviour Po[icg / stqff cocle of conduct.

Wi—Fi is accessib[e lo sfoff for schoo[—re[aled infernef use o,nd limiked Personal use wilfh'm Hne fro,mework of Hwe accepl‘able use

PO[iCH. A“ such use is monikored.
SChOOl devices J.'Gr' Slaﬂ.’ or studenls are restricted LO Hw OPPS/SOJ}WOFC insta”ec{ bH Hw SChOOL wheHmer J.'OF use GL.

A” and GHH usage OJ.' devices and/or sHstems and Plalforms mOH l)e Lracked.

Trips / evenls GWGH from SChOOl

For school brips/evenks away from school, leachers will be issued a school duly phone and this number used for
any authorised or emergency communicalions with pupils/students and parenls. Any deviakion from this policy
(eg. by mistake or because the school phone will nob work) will be noified immedialely o the Headleacher.
Teachers using their personal phone in an emergency will ensure that the number is hidden to avoid a parent or

studenk accesslng a keacher)s Prlvale Phone number.
Searching and confiscolion

In line wiH't Hle DfE guidance 'Searching, screening and condciscahon: advice for schools', Hle Headleacher o,nd slaff aunrised

bg them have a statulor‘tj power to search Pupi[s/ProPert\Lj on school Premises. This includes the content of mobile Phones and
0H1er devices, for example as a resuu ofa reasonable su,sPicion Hw,t a device contains i”egal or undesiro,ble malerial, including

but not exclus'we lo sexual imo,ges, Pomogrophg, vio[ence or bu“ging.

Full delails of the school's search Proceclures are available in the school Behaviour Policg.

Appendix | = Roles

Please read the relevant roles and resPonsibilihes seclion from the follow‘mg pages.

/\ll SChOOl Staff musl read, Hw “A” SLGH:H sechon as weu as O,I’IH OH’ICI" re[evanl |70 SPeCiOliSt roles

Ro[es:
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® All Stag

® Headleacher/Principal

® Designated Sagequarding Lead

®  Governing Body, led by Online Sagely / Saequarding Link Governor
® PSHE / RSHE Lead/s

® Computing Lead

®  Subject / aspect leaders

®  Nelwork Manager/technician

® Data Protection Officer (DPO)

® Volunkeers and conkractors (including butor)
o Pupils

® Parenls/carers

L Extema[ groups including Parenf associahons

All skagg

Al[ slaﬂ: should sign and J:oHow Hme sl0ﬂ: o,ccepto,b[e use Policg in conjunchon wiH1 |:his Po[icg, Hme school‘s main safeguarding
policg, the code of conduct/handbook and relevant parls of Keeping Children Safe in Educalion o supporl a whole-school
safeguarding aPProach.

This ‘mcludes reporhng any concerns, no ma&er how smo,l[, lo Hme designaled safetg leo,d as named in Hle AUP, maintaining an
awareness of current online saJ:eLH issues (see Hme slarl of Hmis document for issues in 2023) and guidance (such as KCSiE),
modell‘mg safe, responsible ond PrOJ:essiono,[ behaviours in Hleir own use of lechnologg al school and begond and avoiding

scar'mg, viclim-blaming language.

Slaﬁ should also l)e aware of H1e DfE slandards and relevanl cho,nges lo fiuer'mg o,nd monilor'mg o,nd Plo,H Hleir Po,rl in feec['mg
back aboul overblocking, gaps in Provision or Pupils bgpassing profechons All s}aﬂ: are also responsible for the Phgsica[

mcniloring of Pu,pils' online devices during any session/clo,ss HwH are worldng wiH'min.

Headleacher - MFS. A Boshir—Pugh
Keg resPonsibililies:
® Fosler o cullure of safeguardmg where online—safekg is fu“g ‘mtegroled into whole-school safeguarding

[ ] Oversee o,nd supporl Hme achvihes of Hw designatecl safeguardmg lead leam and ensure H‘»eg wor|< lechnical coueagues

bo complete an online saj:etg audit in line with KCSIE ('mcludmg Lechnologﬂ in use in the school)
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Undertake training in oHline and online safeguarding, in accordance WiH‘t statutora guidance and LOCG[ Safeguarcling

Cnildren Po,rfnership suPPorl and guidonce

Ensure ALL staﬂ: undergo safeguarding Lraining (including online so,fefg) ab induchion and with regular updates and
that H’»eg agree and adhere to Po[icies and Procedures;

Ensure ALL governors and trustees undergo safeguarcling o,nd chi[d Prolechon tro,'ming and uPdates ('mclud'mg online
safefg) bo Provide strategic cna”enge and oversignt inko Policg ond prachce and thal governors are regu[ar[g upclated on

Hle nature o,nd effechveness Of H’Ie SChOOl)S arrangemenls

Ensure Hw school implements ancl ma|<es effechve use of aPPropriake ICT sHslems and services inclucling school-safe
puering and moniforing, Protectecl emai[ s\tjstems and Hnat a” lfecnnolo% includ'mg remo}e sgslems are implemenled

according lo chi[d-safela first Princip[es

BeHer understand, review o,nd drive Hwe rahona[e behind decisions in fi”ering o,nd moniloring as per Hwe new DfE
standards—tnmugh regulo,r lio,ison wiH'1 Lechnical co“eagues ancl Hw DSL— in Particu[ar underslond whal is b[ocked or

auowed J.'Of' whom, when, and hOW as Per KCSIE

(@) In 2023/4 Hlis wi“ involve starhng regular cnecks and o,nnuo,l reviews, upskilling Hle DSL and aPPoinhng a

fiuering and monitor'mg governor

Liaise wiH'm H'me designated safeguarding lead on a“ on[ine—safetg issues which might arise and receive regular updates

on schoo[ issues and broo,cler PolicH ancl Pro,chce informahon

SuPPorl safeguo,rding [eo,ds o,nd lechnica[ s|:aﬂ: as Hmeg review Profechons for Pupils in Hle nome ancl remofe-[eo,ming

PI’OCGClIJI’eS, rules and SO‘FGSUOI‘CI,S;

Take overa“ resPonsibililg for data management o,nd informahon securilg ensuring Hne school’s Provision J:ollows besl
Pro,chce in informahon hanc“ing; w0r|< wiH‘u Hw DPO, DSL and governors lo ensure a complianl framework for sloring
dalo,, but helping Lo ensure H’»al‘ cnild Protecﬁon is a[wogs Pul firsl and dota—ProLecHon processes support co,reJ:u[ and

legal sharing of informahon
Understand and ma|<e a” slaﬂ: aware 0f Procedures to be fouowed in Hle event 0f a serious on[ine safeguarding incic[enl

Ensure suilable risk assessmenks are undertaken so the curriculum meels needs of pupils, inclucling risk of children being

radicalised

Ensure Hle SChOOl websife meets stalutora requirements
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Designoled Sofeguording Lead / Online Sofelg Lead - Mrs. /\ Boshir Pugh / Mrs. T. w}iilel'iursl

Keg responsibililies (remember H‘ie DSI_ can clelegaie ceriain on[ine-sofeiﬁ duiies bui noi H’ie overall responsibiliiﬂ; H‘iis asseriion

and aH cluoies below are from Keeping Cnildren So,J:e in Educaiion)z

Tne DSL snou[d "iake lead responsibi[ily for sofeguording o,nd chi[d Proieciion (including online safelg and

underslanding Hie fillering and moniloring susiems o,nd processes in Plo,ce).
Ensure ‘An effeciive whole school opproocn to online sofeiu as per KCSIE.
Ensure H'ie school is complging wiH'i H'ie DfE‘s sionclo,rcls on Filiering o,nd Moniioring.

As Pori of H‘iis, DSLs wi” wor|< wiHi iecnnical ieoms io carry oui reviews anci cnecks on fiuering anci moniioring, io
comPi[e Hie relevani documenio,iion o,nd ensure Hio,i safeguo,rding o,nd iechno[o% wor|< iogeHier. This wiH include a

decision on re[evani YOUTUBC mode GFLC{ Preferred SCOFCl’i engine/s elc

Wnere online-safeh:] duiies are delegaied ond in areas of Hie curriculum wnere Hie DSL is noi direcHH responsible, bui
wnicn cover areas of online sofeiﬁ (e.g. RSHE) ensure H'iere is regulor review o,nd open communico,iion o,nd Hio,i Hie

DSL's cleo,r overo,rcning responsibiliig for online so,fei\tj is noi compromised or messoging io Pupi[s confused

Ensure ALL s|:aﬂ: o,nd SU’PPlH siaff undergo safeguarding o,nd cnild Proieciion [raining (inc[uding on[‘ine so,J:eiH) o,i
induciion and H‘iai H'iis is regulorlﬂ updoied.

O This must include J:iuering and moniioring and nelp them to understand their roles.
o Al siaff must read KCSIE Part | and all those working with children also Annex B — lranslalions are

available in 13 communiiH languages ak kcsieirons[aie.lgfl.nei (the condensed Annex A can be Provided instead

io siaﬂ: who do noi direcHH wor|< wiHi chi[clren if Hiis is beHer)
(@) Coscade knowledge of ris|<s and opporlunilies Hiroughoui Hie organisoiion.
Ensure Hio,i ALL governors and irusiees unclergo safeguarcling o,nd cnild Proieciion iraining (inc[uding on[ine solrelg) ai

induciion io enable Hiem |:o Provicle siraiegic cnauenge ancl oversigni inio Po[icu and Pro,ci'ice ond Hiai H'iis is regu[ar[g
updaiedl

To,|<e daH-io—dau resPonsibiliig for sofeguo,rding issues o,ncl be aware of Hie Polenlial for serious child Proieclion

concerns.

Be m‘indful of using appropriaie language and ierminologﬂ around children when managing concerns, including

avoiding viciim-blaming language;

Remind Sl?(lfj.' OJ.' safeguarcling COHSiClCI‘Ol?iOﬂS as PGI’lF OJf a review OJI remoie [earning Procedures o,ncl iechnologu,

including H‘iai Hie same Principles of online-sofelg and benaviour QPP[H'
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WOFI( C[OSG[H WiH‘t SI_T, SLOJTJI ancl lechnical CO“GOSUGS ITO complete an online SGJ.'GLH O«Udik (mcluding fechno[ogg in use in
the school)

Work WiH‘t H1e headteacher. DPO and 9overnors LO ensure a complianl framework J.‘OF stor'mg data, bul he[ng LO ensure

HIO,IT chi[d Profechon is o,lwo,l:js Puf firsf o,nd data—Prolechon processes suPPork co,refu,[ o,nd lega[ sharing of injtormo,hon

Sfag up to do,le wiH1 Hwe [o,}es} trends in onl'me sofeguording o,nd "undertake Prevenk awareness troining." — see

sadpetraining.lgdrl.net o,nd Iprevent.lgdrl.nel

Review o,nd updo}e Hus Policg, 0H1er online so,fefg documenls (e.g. Acceptable Use Policies) and er slro,legg on which
H‘»eg are based (in harmong wiH1 Policies for behaviour, safeguarding, Prevenl and oners) and submil for review Lo H1e

9overnors/truslees.

Receive regular updotes in on[ine—safefg issues o,nd [egislahon, be aware of [ocal and schoo[ frends — see

salgeblog.lgpl.nel J.'OF examples or sign UP lO Hw I_GJ[.'I_ sadceguarding news[e&er

Ensure H’»at onl'me—safetg educahon is embedded across Hme cu,rricu,lum in l‘me wiH1 Hle stotutorg RSHE guidance (e.g. bg
use of Hw updated UKCIS framework 'Educahon fora Connecked World - 2020 edihon‘) and begond, in wider school
life

Promote an awareness Of and commifmenf LO online—safefg H’erUghOUl’ H’le SChOOl communi}‘tj, WiHI a sh‘ong JIOCIJS on

POI"CI"&LS, including hard-to—reach Parents - c{ec{icaked resources OL parentsa;e.lg;l.net

Communicale regu[ar[g wiH1 SLT and Hme safeguo,rcling 9ovemor/commi&ee lo discuss current issues (anongmised),
review incident logs and fi”ering/change control logs and discuss how fiuering and moniloring wor|< and have been

funchoning/helping.

Ensure O,“ SLO‘F‘F are aware Of Hw Procedures H’LO} need tO be fO”OWGd in Hw event Of an onl'me SQJIG['U incident, cmd HlOl?

H‘»ese are logged in Hme same way as any oner safeguarding inciclent.

Ensure adequate provision for s}aff to J:[o,g issues when nol in school and for pupils bo disclose issues when off site,

esPeciallH when in isolahon/quaranhne, eg. o survey Lo Jpo,cililale disclosures and an onl'me form on H'le school |'10me

page about 'someH‘»ing that worrHing me thal gets mailed secure[H to the DSL inbox

Ensure Staff O,ClOPt a zero-tolerance, whole SCI’LOO[ OPPI‘OOCh LO 0” fOI“mS OJT chi[d-on-child o,buse, o,ncl clon‘[ dismiss il? as

banler (including buul\.jing)‘

POB Par|:icular a&enhon |?0 online lulors, bOH’l H‘LOSG engaged bU Hne SC"'lOOl as POI‘[‘ OJT H1e DfE scheme WIIO can be asked
lO sign Hw contraclor AUP Gl’ld, onse hirecl bH Parenls.
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https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/896323/UKCIS_Education_for_a_Connected_World_.pdf
https://parentsafe.lgfl.net/
https://happyhols.lgfl.net/

Governing Bodg led bg Online Sofelg / Safeguarding Lin|< Governor - m C Horris

Keg responsibilihes (cluo[es are laken from Keeping Children Safe in Educalion)

Approve this PO[iCH and strategg and subsequenHH review ils effechveness, eg bg asl(mg the queshons in the nelpfu[
document from the UK Council for Child Internet Safehj (UKCIS) Online sadpelu in_schools and co”eges: Questions from

Hme Governing Board

Undergo (o,nd signpost o,ll oner governors and Trustees lo aﬁend) so,J:eguo,rding o,nd cnild Prokechon lro,ining (including

online safeta) ab induclion to provide strategic cna[lenge and into po[icg and Prachce, ensuring this is regularllj updated;

Ensure Hmat au staff also receive aPPropriaLe safeguarc{ing and cnild Prokechon (including online) lraining a[ induchon

and that this is updatec{.

APPoint a fiuering and monitoring governor lo wor|< closell:j win Hle DSL on Hle new fiuer'mg and moniloring s[andards.

SuPPorE Hme schoo[ in encouraging Parents and Hme wider communifg |:o become engaged in on[ine so,fef\tj o,c|:ivihes

Ho,ve regu[ar strotegic reviews win Hw on[ine—safet\tj coord'mo,tor / DSL o,nd incorpomte on['me SOfel?H inlo slonding

discussions of safeguarding o,l governor meehngs

WOI"I( WiHI Hw DPO, DSI_ o,nd headteacher tO ensure a complianl? fro,mework _FOT‘ s|;or'm9 do,to,, bul‘ helping tO ensure H’LO%

child Protechon is alwags Put firsl and dato-Prolechon processes suPPort co,refu[ and legal snaring of informahon
Check all school sto,ﬂ: have read Part | of KCSIE; SLT and all working direcHH with children have read Annex B

Ensure Hmt a“ s|:aff undergo safeguard'mg ond chi[d Pro|:echon lro,"ming (includ‘mg on[ine so,J:etH ond now a[so

reminders about fiuering and moniloring

"Ensure Hno,t chi[dren are laugnt o,boul SOfeguard'mg, including onl'me so,felH [] as Po,rf of Providing a broo,d o,nd
balanced curriculum [...] Consider a whole school or college aPProacn to online safetu [with] o clear Policu on the use of

mobile technologu.u

PSHE / RSHE Lead/s = Mrs. L Baker PSHE Lead / Mrs. T Whilehurst (Curriculum Lead for Compuling)

Keg responsibililies:

As listed in the ‘all slaff’ sechon, plus:

Embed consenh mental wellbeing, healtng re[ahonships and slaHing safe online as well as raising awareness of the risks

and cha”enges from recent lrends in self-generahve arhficial inle”igence, financial extorlion and snaring inkimate
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pickures online inko the PSHE / Relakionships education, relakionships and sex education (RSE) and health educakion
curriculum. “This will include being Faughk whak postive, healthy and respeckul anline relationships look like, the egrecks
of their online achions on obhers and knowing how ko recognise and display respeckrul behaviour anline. Throughout
bhese subjecks, beachers wil address online sagehy and apprapriake behaviour in an age-appropriake way Hhak is relevant

bo their Pupils‘ lives.”

Focus on the underpinning knowleclge and behaviours oullined in Teaching Online Sadceiu in_Schools in an age

OPPFOPFiOte WGH tO help PuPilS LO navigaie H‘ie online world SCIJIG[H and COﬂfidenHH regardless OJ: Hieir device, Plalf orm or
GPP

Assess ieaching io "ideniiﬂj where Pupi[s need exira suPPori or inierveniion [H'irough] iesis, wriHen assignmenis or se[f—

evaluaiions, tO COPLUFG Progress"_, lO complemenl H‘ie compuiing curriculum‘

Work c[oselu with the DSL/OSL and all other siaﬁ bo ensure an undersianding of the issues, aPProaches and messaging
within PSHE / RSHE.

Note that an RSHE Poiicu should be included on the school website.

WOFI( ClOSClH WiH‘i H"ie Compuiing subjeci leader LO GVOid OVCFlGP l)ui ensure a complemeniaru WhO[G-SChOO[ OPPFOOC}I, and

WiH‘i 0“ OH"ieI" [eac{ SLO,H.' lO embed H‘Le same WhOlC-SCl’IOO[ OPPFOOCh

Compuling Leod - Mrs. T. WHiiehursl

KeH resPonsibiliiies:

As lisied in Hie 'all siaff’ seciion, Pius:

Oversee Hie deliverH of Hie online safeiij eiemeni of Hie Compuhng curriculum in accordance wiHm Hie naiionai

curriculum
Work c[ose[H with the RSHE lead to avoid overlap but ensure a complemeniarg whole-school approach

Work c[oselu with the DSL/OSL and all other siaff to ensure an undersianding of the issues, approaches and messaging
within Compuiing

CO“GBOI‘GLG W'LH'I iechnical SLGH: and OH’IeI"S responsible J.'OI" ICT use in SCl’lOOl tO ensure a common and consisienl

aPProach, in line WiH’I accepiabie-use agreemenis

Subjecl / OSPeCl' leoders

KeH responsibililies:
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As listed in H’»e 'o,ll sto,ﬂt, sechon, P[us:

Loo|< for oPPorEunihes to embed online safehj in your subject or o,sPecL esPeciuuu as Purk of H1e RSHE curriculum, o,nd

model posihve aHi}udes o,ncl QPPFOGCHCS l‘O Sl‘aﬂi and PuPilS a[ike

Consider hOW H‘»e UKCIS fro,mework Educahon JIOF a Connected World and Teaching Onl'me SOJ.'G[’H in SChOO[S can be

aPPlied in your conlexl

Work c[oselu with the DSL/OSL and all other staff fo ensure an understanding of the issues, aPProaches and messaging
within Compuhng

Ensure subject specific achon Plans a[so ho,ve an online-safetu element

Nelwork MOHQSGF/OHIOF lechnical SUPPOFI’ roles - SIPS Educolion

KeH resPonsibililies:

As listed in Hwe 'o,ll staff’ sechon, P[us:

Collaborate regularlu with the DSL and [eadership team o help them make |<e3 slrategic decisions around the
safeguarding elemenks of lechnologu.

Nole that KCSIE changes expecl a great understanding of technologu and ks role in safeguarding when i} comes fo
puering and moniloring and in 2023/4 you wiH be required lo support safeguard'mg |:eoms |:o understand and manage

H‘»ese sustems anc{ CGFI"H OUL regular reviews and o,nnuo,l checks.

Supporl DSLs and SLT lo carry out an annual online safetu oudit as now recommended in KCSIE. This should also
include a review of technologu, including fiuering and monitoring suslems (whal is auowed, blocked o,nd whu o,nd how
'over b[ocking’ is avoided as per KCSIE) |:o suPPort |:heir ro[e as per H1e new DfE sfando,rcls, Profechons for Pupi[s in Hte

home and remole learn'mg.

KeeP up to dale with the school's online so,felu policu and fechnical 'mformahon bo eﬁechvelu carry out their online

safelu role and tO 'mJ:orm o,nd updafe oH‘»ers as relevant

Work closelu with the designaled safeguarcling lead / online saJ:eLH lead / dala protechon Officer / LGJ:L nominaled
contact / RSHE lead to ensure that school suslems and nelworks reflecl school Policu and there are no conflicls between

e&ucahonal messages o,nd Prachce.

EI’ISUI‘G Hw GL)OVG stakeholders understand Hw consequences Of exishng services and Of anu changes lO H‘»ese suslems
(especiauu in terms Of access |?0 Personal and sensihve recorcls / dOl?G ancl |?0 suslems SUCI‘L as YOUTUIDC mode, web

fiuering sethngs, sharing Permissions for files on cloucl Plal orms elc
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[ ] Mo,'mro,in up—fo—dore documenfo,hon of Hw schoo[,s online securifu o,nd fechnico,[ Procedures
e To reporr on[ine-saferu relaled issues thal come bo their altention in line with school Po[icu

[ ] Mo,no,ge Hw school‘s susrems, nerworks o,nd, devices, o,ccord'mg to a sfricf Po,ssword Policu, wiHl susfems in P[ace for
deteclion of misuse and malicious aHack with aclequate Prorechon, encrﬂphon and backup for clata, inclucl'mg disaster

recovery Plo,ns, and audilable access conlrols.
[ ] Ensure H’»e do,la Protechon POhCU o,nd, cubersecuriru Policu are up lo date, easy ro J:ol[ow o,nd Pro,chco,ble

® Monitor H‘»e use OJI SChOOl rechno[ogu, online plarforms ancl SOCiCll media Presence. AHH misuse/aHempl’ed misuse is

idenlified and reported in line with school policy
® Work with the Headteacher to ensure the school website meeks statutory D¢E requirements.
Data Proteckion Oggicer (DPO) = Mrs. S Maxwell and Mrs. A Bashir-Pugh
Key responsibililies:

Alongside those of other stagr, provide dala profection expertise and training and support the DP and cybersecurily policy
and compliance with those and legislalion and ensure that the policies congorm with each other and with this policy.

Nok prevent, or limik, the sharing of informakion for the purposes of keeping children sage. As oullined in Dala profeckion in
schools, 2024, "TF's not usually necessary to ask for consent o share personal informalion for the purposes o
sagequarding a child.” And in KCSIE 2024, “The Daka Protection Ack 2018 and UK GDPR do not prevent the sharing of
informakion for the purposes of keeping children sage. Fears about sharing informalion must not be allowed to stand in
the way o the need to sagequard and promole the welfare and protect the safety of children.”

Note that retention schedules for sagequarding records may be required fo be set as Very long-term need (unkil pupil is aged
25 or older). However, some local authorities require record relention unkil 25 for all pupil records. An example of an

LA safeguarding record relenhon Po[icu can be read o,t sadpepolicies.[&pl.ner, buf you shou[cl c|'1ec|< |;|'1e ru[es in your area.

Ensure Hw,l a” access lo safeguarding data is limiled as approprio}e, and also monilored o,nd audiled

Volunleers and conlraclors (including tulor)

Key responsibililies:
® Read, understand, sign and adhere fo an acceplable use policy (AUP)
® Repork any concerns, no malter how small, bo the designated sagely lead

[ ] Mainrain an awareness Of current online safetu issues and guidance
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® MOC[G[ SO,J:e, responsible o,ncJ, PFOJICSSiOHOl behaviours in Hieir own use OJ.' Lechnologﬂ Cll' SCI”LOO[ and as POI’[‘ OJ: remote

feo,ching or any on[ine communicahons

® Note thal as per AUP agreement o contractor will never a&empt bo arrange any meehng, including luloring session,
winut Hw fuu Prior knowledge o,nd, o,PProvo,l of Hne school, and wi“ never do o) direcHH wiH‘; a pupil. The same o,pplies

o any privale/direct communicalion with a pupil.
Pupils
Key responsibililies:
Read, understand, sign and adhere to the pupil acceplable use policy.
Parents/carers
Key responsibililies:

® Read, sign and adhere to the school's Parental accepfable use Polic\tj (AUP), read the Pupil AUP and encourage their
children to fcllow iL

Exlernal groups 'mcluding Porenl associahons
Keﬂ resPonsibililies:

® AnH ex|:emo,l individual/organisahon wi” sign an o,ccepfo,ble use Po[icH Prior lo using technologg or H1e intemet wiHmin

school
® SuPPorE Hne schoo[ in Promohng onl‘me saJ:el?H and data Prolechon.

Mode[ safe, responsib[e, respech:u[ ond Posihve behaviours in H’»eir own use of lechnologg, ‘mc[uding on socia[ media: nof shar‘mg
olher‘s images or delai[s wilhout Permission and reJ:raining from Poshng negahve, fhreo,len'mg or vio[ent commenfs abouf oH’»ers,

including H’le SChOO[ sl?aﬂ.‘, volunkeers, 9overnors, COHHGCLOFS, PuPilS or oner Portners.

Appendix 2 — Risk Assessment Malrix for Schools Implemenhng Al

The fouowing ris|< assessment malrix is ‘mtended |:o help schools idenhfg, evo,[uale, o,ncl mihgate risks associated Wil‘l’l implemenhng

Artificial Intelligence (AD in educalional processes.

The malrix considers Potenha[ ris|<s across various domains, inc[uding data Prokechon, eHmico,l consideral‘ions, and operahono,l
‘mtegritg. There isa Parhcu[ar focus on safeguarcling ancl weube'mg issues, highlighl‘ing Pol‘enl‘ial ris|<s Lo skudent welJ:ore o,nd
Oﬂ:ers stralegies lo mihgale H;ese risks effechvelH Schoo[s shou[d amencl Hle contenl OJ: Hle malrix as necessarlj and consider Hle

ris|< PrOfile H‘»at is relevanf to H‘»eir own circumskances
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Risk Assessment Matrix

o,mong learners from diverse

‘ ‘ L Likelihood Impacl Risk Level 1oL
Risk Area Risk Descnphon (Low/Med /High) (Low/Med /High) (Low/Med /High) Mll‘lgahon Measures
) m Imp[emenk strong encr\LjPhon,
Dala Proleclion ZJnta ulhorised o,c[c éss o se:»sthve regular audils, and GDPR-
and Privacg 16 OF personat informatian. Low High High compliant dala mo,no,gement
leading bo safeguo,rding concerns
Breaches d ol risk Policies and conduch regulo,r
and commercial risk. PrivacH oudits
Increased Pobenhal for bu”glng NOTLOF A}I Tommunic?hon lools,
CHberbullHing leough /\I—media}ed |_ow Low |_ow HIPIeMmEnt ciear feparting
) l: b l mec['manisms, o,nd Provide s}udenb
communication fools. suppork
Over—rellance on AI }ools reducing Enl:c'o.l:'rage cdol[l)a[l)orahvlzlleaminih
0 l inlerpersonal lnberacﬁons among o L'Vllles ané Ba atncDe ) usle "
A;er—re fance on sludenls. Reduchon in l?eacher |_ow Medlum ngh Zoctad erfgogemj;nl. efmedc oo
aulonomﬂ and crihcal decision— oundanes f'or ) u'se o
naking by overusing Al fools regularlg review its ;mpact on
3% J A pedogogg.
Emoki | AL syslems uninkenhonallg aﬂ:echng mon;lor Al-lgezn:ro,ll:hd conkenh
nonons shudent mental health through {|Low High Low o e e
Manipulahon led benk prOfessionals, and promoke media
curatea content. likero,cg.
Conduc} rigorous }eshng of /\I
InaPProPria}e AI exposing learners }o harmful or Lools QPPlH effechve fi”ering und
Eonf:nllor unsui}able maberials / behavlour |_ow ngh |_ow momforing ond ensure humun
oneae oversigh}.
Menkal Health  ||Overuse of AL baols causing skress, Manor usage palerns, provide
Low High Low mental health resources, and sel
Impucls anxiekg, or dependencg in learners.
expecluhons on use of Al sgstems,
AL sgslems Propagahng biases that ) i
Bias and impo,ck student we”being or Regularlg oudi Al algortthms fer
Low High Low bias and Provicle inclusive media
Discriminalion inclusion. Al models Producing m ducah d braini
discrimino,korg or biased oulcomes. neracy education and fraining
Learners using Al tools for Educale learners on respcnsible
Misuse of AI harmful, uneHLical or Lllegal |_cw ngh |_ow and aPProPria}e AI use and
purposes (eg, nudificahcn). esfablish clear usage Policiea
Educate s}aff and learners to
o ) Creahcn or sPread of harmful or 4 veriﬁj AI outpuls and es}ablish
Mlsmformol’lon misleading AI—generaLed con}enb |_cw ngh |_ow clear Policies for veriﬂjing ccnl’en[’
au}henhcih}
Digital Divid Inecluito,ble access to Al tools L High L Provide equilable access fo Al
igital Uivide ow i9 ow

resources and ensure o,uerno,hve
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demog raphic groups.

SOthOﬂS are available,

I_O,Cl( Of awareness among SLQ‘F‘F

Provide training o,ncl educahon on

AI Elhics on d learners abouf eHllcal |_ow High |_ow AI eHucs and ils resl?onsible ‘
Awareness L usage. Eslablish an Ebhics in A
mehcahons of AL
group.
Regularlﬂ validate Al outpuks and
AL su:jslems generahng inaccurale
Dala Accuracg Low High Low involve human oversight in
or misleading recommendalions.
decision-mo,king.
L | Non-compliance with laws Understand legal requirements.
3¢ regarding Al usage and learner Low High Low Conduct legal reviews and consult
ComPlionce )
dala. experls on Al-related regulahons.
Increased use of Al lools in S}rengHuen cgbersecurilg Protocols
Cgber—Securilg cgberaﬂacks Fargehng school Low High High ond educale s}aff ond learners on

55 sl‘ems o,nd Cl(]l'(].

safe online Prachces
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