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Dear Parenls / CGI"CI"S

Re: E-sapelg

We have received informahon from Sandwell LA and would like fo make you aware of the website and app
called 'Monlteg'. Sandwell LA have highlighled this o be exlremelg dangerous allcwing users to have video calls
with sh*angers. The Plal'form markels ilself as an allernalive ko Omegle, with a TikTok vibe'

The online saJ:etH experks reviewed and lested this Plal‘form and have J:ound that it contains [arge amounts of
inaPPropriale, c[iskurbing, and harmful content transmilted via web cameras. Please J:ind below J:uerer informahon

Hleg have Providedz
Whal is Monkeg?

° Monkeg is an online video chal service that is similar to Omegle or Chal Roulelte, with a TikTok
slg[e interface.

o Users can lalk to slrangers from all over the world via webcam.

e Once a conversalion is J:'mished, or one user wishes o leave the conversation or lalk to someone
else, Hweg click next and are Presented with a new user who could be from angwhere in the
world.

o Users are asked to seleck their gencler before meehng people.
Age Rohng?

o The websile states that all users must be over |8 but there is zero age verificahory Users cnlﬂ
have to lick a box to confirm that erlj are over 8. Google Plo,H Age Raling: Parental Guidance.
o The app is currenHH onlg available on Android devices.

KGH Safeg uarding Concerns

° Harmful Conlent— Whtlsl‘ l‘eshng H}is Ploiform, reviewers found Hw,l' every second or H‘»ird user
was a male mo,slurbahng, wiH1 some O,Hemphng Lo inkeracl:. Reviewers founcl counHess examples

Of adverks J.'OI" SEX, as we“ as POFHOSFOP"IH and beshalilg. Exl:remell.j hGrmel confenf can flash
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up for a few seconds before the user clicks next, meaning there is no time to report in most
cases.

The unprediclobililg of this conlent is likelg fo increase the shock foclor and hormj:ul
impocl because users have no warning as to whal may appear.

No age verificahon —There is liltle to no age verificahon mechanisms which children of any
age can easilg bgpass. All users must do is tick a box to confirm that H‘»eg are over 8. If users
are signing in using their Facebook or Goog[e accounks, the P[atform will shill ask fora dale of
birth without any proof. The p[ace where users input their DOB is Pre-set bo age 18.

Designed to albract children —Everﬂthing, from the name, to the graphics used on the
p[atform suggest this is created o altrack children. It is described as ‘an Omegle Alternalive
with TikTok vibes. On Goog[e P[ag Store, its descriphon reads Make friencls and chat to
celebrities and the app has copiec{ TikTok's vertical skgle video feecl.

In—aPP Purchasing — There are o,mple opporlunihes bo spend money via VIP Proﬁles or
erouglw buUing more in-aPP currency called coins.

Localion shoring —The location of every user is shared Public[a (not sPeciJ:icaHH bub will say
a counlra and town/cilﬂ) and there is no ophon bo block this.

Users can nol access this Plolform withoul lurning their camera on. If you dem:] the
camera, Monkeg will Prompt you 'Monkeg needs the cam.

Young People access Monkeg Web via other mainstream Plalforms —Qur online safelg
experls have located numerous examp[es of screenshots from Monkeﬂ being shared on
mainstream social media P[alforms including TikTok and Instagro,m. Monkea also has iks own
accounts on TikTok and Instagram with a link to the site in the bio of each Prople. This means
that young People may be driven to the P[alform bg viral videos discussing the site.

Shoring Personal 'mformolion online —As with all [iveslreaming apps. children and young
people could give away Personal informahon withoul reo,lising. TheH may also share delails

wth skrangers on[ine or via linl(ing H'leir Facebook or Google accounks.

So;elg and Privacg Seuings

If a user sees someHnng harmful or inOPPI‘OPI’iQLe, HIGH can use H1e rePorhng |FOO[S. USGI‘S are Hmen lold H’lOl’ lBOU

hOVG rePorled SUCCGSSfUl[H‘. This ‘FGOLUI‘G Offers ero OPPOkanitH tO describe H’Ie reason J,‘Of‘ reporhng. The user

who has been reported could o,lso be oPero,hng from a desHoP o,nd nof signed in, so Hwere is [iLHe Lo no

accountabilitﬂ for Hmose who break Hwe Pla|:forms communifﬁ guidel‘mes.

USCI‘S can GlSO report a PI"OJ."lle. USCFS are GSI(GC[ what was inappropriale cmcl 9'wen fOUr OPHOHSZ Underage,

Inappropriote Conlent, Spam O,I’ICl NO Reason. USGI"S are H‘uen H‘uanked J.'Of‘ Hleir reporhng.

USGFS can blOCI( PrOfileS. This Wi” remove 003 Of er hiSLOFH HOU and Hmal account mOH have had

USCFS can Lu,rn OH.' feakures such as 'KI’IOCI( Knock‘ as we” as hicle H’Leil" 'On[ine Slatusl‘

Advice



TOP TiPS JIOF La”(ing LO Hour Child aboul online ris|<s

Engo,ge young PeoP[e in a conversation aboul keeping safe online and who H‘»eg would talk to 'Lf
someone made them J:eel uncomforko,ble online or if H’»eg see someHm'mg online thal worries or
upsefs them.

When to,”dng to a child or young person, it's best not ko menlion the app or website bg name. If
you do, it is likelg that the child or young person will check out the Plo}form on their own if
Hmeg haven't done so a[readg. Instead, ask them what kind of new sifes/opps H’»eg are using
with their friends.

You should suPPorf children to understand the imPlicahons of sharing content that is exPliciL,
Parhcu[ar[g iJ: this involves imo,ges or chals with other children.

You can also submil an online rePort bo the Child Exploifchon and Online Protection Command
(CEOP)

If you have concerns aboul the immediale safela Of @ young person, you should conlact the

emergencH services on C|C|C1

Feel free tO COﬂlOCIT SChOOl iJ.' HOU/ require GI"LU J.'UJ'HICF SUPPOFL

Kind regards,

Mrs. A Bashir-Pugh

Headteacher






